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1) Introduction

1. What is securityProbe 5E?

The securityProbe-5E integrates over 10 years of environmental monitoring experience
with the latest solid state camera technology to push the boundaries of disaster
protection. Now you can sense and see problems before they lead to business
disruptions. It is a high speed, accurate, intelligent monitoring device, featuring a
completely embedded host and Linux Operating System. The design is based on our
successful sensorProbe8L and cameraProbe8, but with improved hardware. This unit
includes video digitizing capability, so you can connect your own cameras through the
rear panel connectors.

AKCP has prided itself on bringing a low cost, easy to use monitoring solution to market with
the securityProbe.

2. How to use this manual

This manual is meant to provide the user with a step by step guide on how to configure
and set up their unit. It utilizes screen shots in an effort to make things simpler for the
user to follow. It is split up into sections that form “mini tutorials”. These cover the basic
set up and common configurations of the unit, and give an introduction to its most useful
features.

At the end of the manual there is a FAQ section that provides some further in-depth
information regarding specific set ups and answers some commonly asked questions. If
you need any further information or help with using your unit then please contact us on
support@akcp.com and one of our technical support staff will be only to pleased to help
you with any information you require.

3. Package Contents

Your Securityprobe-5E package contains the following items:-
e 1x Product CD
e 1x 5ft Crossover cable
e 1x THSOO with 5 ft straight cable
e 1x7.0-9V, 2.5 A power supply
e  2x Brackets for rack mounting

e 1x Blue quick-start guide.
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3. Front and rear panels

SecurityProbe

www. AKCP.com

Activity @ g ) We sense Disaster...

Link
4 ... And now you are in Control

Fig 1. Front panel
The front panel has several LEDs which display the units status and notify you as to its activity.
1. Power LED

When the unit is powered up the power LED will be lit continuously. If the power LED
is flashing then it indicates a problem with the CPU. If you notice this then please
contact us on support@akcp.com

2. Ethernet LED

The Activity and Link LEDs indicate network connectivity and activity. The Link LED
will light up when there is a network connection present. The activity LED will flash
when there is network traffic being sent or received by the unit.

3. Status /Online LEDs

These are numbered 1 — 8. They are used to indicate the connectivity status of the
sensors connected to each port. These LEDs also can be used to indicate system
status when undertaking various operations.

1. The LEDs will indicate the progress of an upgrade. The red LEDs will move
from left to right to indicate activity, and the green LEDs will indicate overall
progress of the upgrade. When all the red lights are off and all green are on
the upgrade / recovery process is complete.

2. These lights will indicate if the unit is operating in safe mode. This is when
the unit loads the Operating System (OS) with a minimal set of drivers. If
your device enters safe mode after rebooting then please contact us on
support@akcp.com

3. The unit may enter recovery mode if a firmware upgrade has been
incomplete. This will be indicated by the unit displaying a continuously lit row
of red LEDs. If this happens please contact us on support@akcp.com

4, Mic

The mic is a small hole for access to the internal microphone. This can be used as a
sound sensor (or an external mic can be used)

5. Expansion Ports

There are four expansion ports numbered from E1 — E4. These are expansion Ports
for connecting either the 8port expansion or 16 dry contact expansion modules.
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Fig 2. Rear panel.

The rear panel of the unit is home to various ports and connections. The functions of these are as
follows :-

1. Reset button.
The black tact switch button is used to perform the following functions

1. A single press will announce the IP address of the unit. This is audible
through the internal speaker. It also broadcasts the IP address to the IPset
program.

2. Turns off password checking when accessing the web based interface (hold
down for 7 seconds)

3. To reboot the unit into the firmware upgrade mode (hold down for 12
seconds)

2. Video input.

There are 4 video inputs (V1 - V4). These are used to connect a PAL/NTSC camera
using BNC 750 hm 30 Au jack. If you wish to connect a PTZ camera the 4 two pin
terminal blocks labeled PT1 — PT4 can be used to connect the cameras via a pelco —
D protocol.

3. Sensor ports

There are 8 RJ45 ports numbered from 1 — 8. These are for connecting AKCP
intelligent sensors to the unit.

4. USB ports

The unit is equipped with two USB 1.1 ports. These can be used, for example, to
connect a USB GPRS/GSM compatible modem, a USB WiFi dongle or USB
Bluetooth dongle.

5. Mic Out
This is used to connect an external microphone for voice modem applications.

6. Audioin/out
The in is used to connect an external microphone, the output for external speakers.

7. RS485 Port
Used for Modbus connectivity. We support Modbus master or slave.

8. Power Connector
This is a 7.5V DC plug. We recommend you using a 7.0 — 9 V, 2.5 A power supply.
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9. Ethernet Port
This RJ45 port is used to connect your unit to the network.

10. PTZ Connections

The 4 PTZ connections (PT1-4) can be used to connect the PTZ function of a Pan
Tilt Zoom / Pan Tilt camera, such as the AKCP Pan Tilt Dome Camera.

11. External ground
The EXT. GND can be used to external ground the unit.

Updated until firmware C070 -7-



”’KC‘ securityProbe 5E Manual

2) Installation

1. Setting up the IP address

Every unit is shipped with the default IP address of 192.168.0.100 First we will go through
the process of changing this IP address to fit your own network configuration.

Ensure the following items are available to you before starting:-
1. RJ45 CATS5 crossover cable with RJ45 male connection
2. A PC with Ethernet card or LAN socket.
3. Power socket for the unit to connect to

a) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet
port with a CAT5 crossover cable.

b) Open a web browser and type the default IP address, hit enter.

2} Google - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help :,
1 ) A, ) < S — = G
- y ) e REE (= T f s
Qs - © [ B G P foroons @ B2 R & - EE B
Addresl| 10.1.5.203 I v|EJeo ks ? & - conmibute EEdiin Contribute [ Post to Blog
Web |mages Yideod Maps Mews Shopping Google Mail more » iGoogle | Sign in

Default IP address GO 0O S!Ke

| | Advanced Search
P

[ Google Search ][ I'm Feeling Lucky ] Language Tools

Search: & the web O pages from the UK

Advertising Programmes - Business Solutions - About Google - Go to Google.com

@2009 - Privacy

@ Done 8 Internet
:‘I," start & Nickfor da... 2 2 Interne.,, = | @ eleaning ra. .. €2 iTunes T security_pr.., Ps Adobe Pho.., 7] f((_;- l._,’;}.ﬁ-'i- & < F cd0am
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In some cases your computer might not be able to connect to this default IP address.
In this situation you need to set up your computers routing table to allow access to
this. See the appendix on how to setup this.

¢) You will now be presented with the following screen. The default password for Admin
is “public”. To make your unit secure and change the password.

2 System Name - Microsoft Internet Explorer D@E
File Edit View Favorites Tools  Help ';,l"

2 [A ® A 5. . = —

e fe-! ) N ¢ )~ < N 38
Q- O BB G| P e @ 3-BRAELEK S
ﬂddl’éss‘%]http:fﬂlD‘1‘E‘Zﬂéﬂ\ugln‘php7PHPSESSlD=7IEahh1a[DQDZE?Z&SE??E?Z‘![ZZ&?D? V\Go Unks ® @3+ coneribute EEd in Contrbute  [F)Post ta Blog

- mﬁlmages Hweather Edriens ~ Aorionl A Resize  [15] Pop-up Blocker

AKCP AKCP securityProbe

Location: System Location Current System Time: 30/7/09 19:24:08
Summary Wap Picture Log / Sound Log Sensors otificatio Settings

User Type in nistrator v |

Password  |es

Login The login for "USER" passwor{ is set default so Just Click the Login Button

@189Y- 2009 AKCP Alf righis resenved.

Select “Administrator from user type and type default
user password "Public”. Click login.

&] Dore @ Trusted sites
74 start & Mickfor ... v, Micr, . v | P adaber.. [ @ w . B T &) sz

“} System Name - Microsoft Internet Explorer
Fls Edt View Favortes Tooks Help &

Q- © 2] 3 A Sseh Srrmens @) (3- 45 5} @ JEE 3

Address. | 48] Wtp:f10.1.5.206 sremary. pho

AKCP

System Location Cinrent System
Applications

trtare [EIED in Contrbute  []] Post to Blog

Admin

Layout Setting

Camera Setting

Viwwar . O Activex O Applet &) JavaScript

Display: w1 w2 | va Ova Clwap

Hetwork Fastnetwork  Slow network

Reload interval 15805 v

Pan T & Zoom Contral

To enable more camera options Click here,

Click “settings” tab

Sensor Fillers

Syslog Fillers

] cone @ Trusted stes

& Mckfords,, B T &R zam
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e) Click on “Ethernet network” from the list on the left frame of the page.

ternet Explorer

File Edt View Favorites Took Help I I
Qs - O MEAG Prr e @ - LR & [JOK 3

nddkess | ] hitp:f]10.1.5.206system. php7syspagen=3 \-:Go ks * & cortribute [BIESR in Contrbute (7] Post to Blog

AKCP securityProbe

m Location . X
Map Picture Log / Sound Log Sensors Hotification | Settings Applications
. ~  Ethernet Network -
Default [¥] use this
# General Use DHCP_ OYes G)No
+ Camera I IP Address  |10.1.5.206
= Connecthty Subnet Mask  |255.255.255.0
Gateway P Address  [10.155
Domain Name Server 104155

Modbus Ethernet MACID  00-08-DC-00-EB-5C

SNMP Ethernet Media Mode  100baseTx-FD, negotiated, link ok

SNMPTraps

Bluetooth

Dial-In Modem

Dial.Out Modem 1) Select this option 2) Input new IP address

Serial to Network Proxy
+ Diagnosis
+ System Administrator

—— :
3) Click save
This page allows the system IP
seftings to be configured
cenirally by DHCP or manually. =
) ) © Trusted stes ]

3

F O secuyse... | b secutyse.. | O seonty.p.. | ™ AKCP Inc. & Mckford,.. Ps Adobe P, BT &% anm

Note. The unit ships with DHCP disabled. If you wish to use a DHCP server to obtain the
IP address then see the “Using DHCP” section of the FAQ>
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2. Testing the new IP address with the “ping” command

Once you have assigned the new IP address use the “ping” command to test the unit.
This can also be used as a diagnostic tool in order to check whether your unit is
connected to the network.

t E Tyire the name of a program, fukder, document, or

you

Administrator

[ - e 00

Optnc | ping 10.1.5.206 -

_J My Documents

Qi-md ..3""“‘“'““““""" !
Hazdly Thurderbed Sy
u.\mb-.mmu.- B py pruic
'_J"H,-ruqun
m Ao fter Effmcts €53 =
& py hetmark Places

25 st ot word 2wy

G Cortrol Prred
= o Set P Acoess end
Quouimren | @it
g‘ secuntyServes Chent g Pt and Fuoes
€)) teko and Soport

B Comtama Studo

Bl [Blivom

£7 start & hckborda T} fresn nex W elorina [ B soceriy v B ke Pho. nameals o F an

After hitting “enter” you will get an MS DOS prompt window that will show the ping results
(as below). If unsuccessful you will get a message saying “request timed out”. This
indicates either an incorrect IP address or a unit that is not connected to the network.

VW IHDOWS systam 174ping. axe

T start W P ity probe . 2 Srstam Hame - M, &) surtyprote_para ) secuty_prbe maru B b - Mrosatt Cut
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3. Firmware upgrade

Ensure you are running the latest firmware. You will also need to download the latest
firmware from our website ( http://www.akcp.com/company/firmwareupdate.htm ). Log
into our webpage using your MAC address, this is found on a sticker on the base of the
unit. After the download navigate back to the web based interface (units IP address. This
manual will refer to the DEFAULT IP address, 192.168.0.1 you need to substitute this for
your own IP address if you have changed it)

This tutorial provides you the information needed to upgrade the firmware.
To get to the starting point of this tutorial:
e Log in as administrator

e Click on the settings tab

a)

2} System Name - Microsoft Internet Explorer
File Edt View Favorites Tools Help

Q- Q HMEAG Pswa oo @ - LR & LJAEK B

~ Else ks ® @ - cobue EEdtn Contibute  [fPost toBlog

AKCP AKCP securityProbe

n Location Current System Time: 23709 19:53:45
Map Picture Log / Sound Log Sensors Notification SE Applications Help

Address | @) h‘ttp:‘ﬂ‘m.l.s.mﬁfmnury.pfv

Summary Setting Sensor Information 1]

Camera Setting * Internal R4S Board Internal RJ45 .
Senzore status wil be relosded i 04 sece

Viewer: O Activert O Applet @ JavaSeript e

Display: | v1 | vz va Ova CMap

Metwork: - Fastnetwork  Slow network

Reload Interval 1secs |

Pan Tili & Zoom Control

To enable more camera options Click here.

Syslog Filters

Click on “Settings” tab

£ hittp:f{10.1,5,208/system. php @ Trusted sites

[l securt... | Thsecut.. | T AKCPInc. | & MNickfor... Popdobe ... | i sereen... B 7 &R 2
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b)

e | System Hame - Microsoft Internet Explorer

Fle Edt View Favorites Took Help &
W A, 1 e 1 G - A

O - © BB P Srees @ - SR & K 3

Address | ] Bitp:[{10.1,5.206/system. phpTsyspage=10

AKCP AKCP securityProbe

Location: System Location

Summary Map Picture Log / Sound Log Sensors Motification .s.¢|il';luﬁ
System Maintenance
Clear Picture Log

+ General Clear Sys Log Clear

Lot Clear RRD datalog | Clear
+ Connectivity y
= = Restore Original Seftings Restore Keep present network setting
= rl’m 1 Clear All User Data and Restore Original Settings &J Keep present network setting

Change Password Backup All Settings To Backup File Backup

S} —
Restore All Settings From Backup File 7 -
s 1 Securt 92 ad Restore Keep present network setting
Send Configuration To Support
Send | Click here to setup SMTP Server

This page allows you perform ;'

all system maintenace of System Firmware Upgrade
cleaning logs, backing up and ———
restoring seflings

You can also send a
configuration file directiy to
AKCP from this page and
check and apply for latest
firrware updates.

—— and then “System Maintenance”

1) Click “System Administrator” 2) Click“Upgrade”

1991 - 2009 AKCP All rights resenved,
& @ Trusted sites

Beeort.. | axcrine. [ & Mckfor. | P oAdobe.. | i B 7 &kW s03em

Microsoft Internet Explorer

\‘.:) This will reboat the device inta update mode. Do you want to reboot?

[ OK l ’ Cancel ]

Click OK. The unit will then reboot in safe mode. After reboot you will be redirected to
the safe mode web interface. This can take some time, so please be patient. The
page will display the following message while rebooting

Sensors Notification

Firmware Upgrade

Rebooting...

BTY97 - 2007 AKCP Al vights resened.
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d) Once the unit has rebooted you will be viewing the following page. Follow these
instructions.

-2 System Firmware Upgrade - Microsoft Internet Explorer "__H'E|E‘
File Edit Wiew Favorites Tools Help '.*l

eBack ) |1l] |§] ;j /._U search {:(Favuntes © E?j\‘v ; g—a J @ ﬂ 3

i @

0

»

Contribute [ Edit in Contribute Post to Blog
[Safe Mode v. 3.22] ~

Address Links.

&) http:/j10.1.5.206/cgi-binjuploadPage. cgi b Go

AKCP securityProbe

BOOT: FIRMWARE UPGRADE

Firmware Upgrade

1. Download the firmware file from www.akep.com on to . Click “Browse” and navigate to
2 Enterthe fitmware file name | |CErovse.. 1 | the firmware file you downloaded
cHlllnoite from our website earlier.

Click “Upgrade”

Warning: Do not close or refresh this window! If you wish to cancel the process, please
click the "Cancel Upgrade™ bitton.

Cancel Upgrade

System Maintenance

Maintenance Command | Clear Event Log v

Upgrade status
Waiting to uparade firmware

<

&) Dane @ Trusted sites

/4 start 2 2 Interne @ . . B & %HE <0

e) during the process you will see the following messages :-

Upgrade status

Upgrading mega firmware ...

This is the second half of the upgrade process. It will take approximately 30 minutes.
When this is complete the upgrade status will say "Complete” and the system will reboot automatically.
During the upgracde process, the red LEDs run from left to right continuously.
The green LEDs show the percentage of the upgrade process.

f)  The unit will then reboot. The process is complete when the LED’s are back to their
“normal” status.
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4. Setting up a sensor

In this section we will now go through the basic set up of a sensor. We will focus on the AKCP
temperature sensor; however this basic set up process is applicable to all of our sensors. If you
require information on specific functions of a particular sensor then please download the manual
for that sensor from our website, or locate it on your product CD.

a)

b)

Plug the sensor into one of the RJ45 “intelligent sensor ports” on the rear panel of the
unit. In this example we will use port 1.

I—.HL.I aio “l

ussi|
Mic Out IN ouT —

@) VI u USBEI I:-

Eth 10/100

wi®

1

Plug temperature sensor into this port

Now point your browser to the IP address of the unit (default, 192.168.0.100). Next
you need to login as the administrator using your administrator password (default is
“public”). You will then be taken to the summary page. This is shown below.

£l System Name - Microsoft Internet Explorer
Fie Edt Vew Favorites Took Hebp

O © NRAG P oo @ -2 R 68 LAK S

Address | @] hetp:ff10,1.5.206 fsumemary.php

AKCP AKCP securityProbe

Location: Systelu_ Location Current System Time: 23/7/09 20:32:01
2 Summary Map Picture Log / Sound Log Sensors Notification Settings Applicati
Summary Sefting Sensor Information L
Lovut st [ Bomimmesr | Dpear | seworhamet | esdmav | Sy ]
Internal RJ45 Temperature Temperature Port 1 20°C mal
Sensors sldusrebadednm secs —

viewer: O Activex O Applet & JavaScript S

Display: | w1 w2 | 'v3 Clva Clmap

Network: -« Fastnetwork  Show network

Reload Interval 1secs v
Pan Tilt & Zoom Control |

To enable more camera oplions Click here.

Temperature sensor showing reading and status

Sensor Fillers

] © Trusted sites

[Bseart., [Taceinc, [& Mekfor., | ™ adbe.. [ seen.. B 7 & W a3:eM
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The temperature sensor should be listed, along with its current reading and status. If
this is not shown please see refer to the FAQ.

This summary page allows you to quickly see which sensors are connected, their
status, view the system log, and also view footage from any connected cameras. We
will now go through some of the tools the web based interface provides for getting
feedback from the sensors.

Now click on the temperature sensors name (indicated in previous screen shot). This
will bring you to the following page, the sensors page:-

3 System Name - Microsoft Internet Explorer > - Microsoft Internet Explorer

Fle Edt View Favortes Tagk Help Favortes  Taols  Help w

@Ea(k - \ﬂ @ h /7]Saarth \:J \ﬂ @ ,;j /r]Sear(h ‘3‘?:(Favuntes e r 41 g‘?_f ﬂ 3

_id=214 i v BJeo ks > @ - contribute [EEdi in Contribute ) Post to Blog

fdldress [ €] httpif/i0.1.5

AKCP AKCP securityProbe
Location: System Location Current System Time: 23/7/09 20:41:47

Summary Picture Log | Sound Log sSensors Notification Settings Applications Help

Sensor Settings
2 3 4 5 6 7 8

1474/10.1.5.

SENRRHENIE Auto Sense (S Auto Sense | [_H AutoSense | [_H Auto Sense | [ [ AutoSense | [ AutoSense | [ H AutoSense | [ Auto Sense_|
Extended Port

Camera Motion Detection Status L 4 ® ® ® [ ] ® ®
T Grling ® ] [ ] @ @ ® @

Sound Detector

Mo Camera Signal Detector
Virtual Sensors

This page shaws the
sensor pants and their

I 'ﬁ | W| m

respective status and state T
Click on a portto display or Sensor Name ITelllpemtllre Port 1 I U
configure s settings Select the tab for J

29°C

Here you can type

—— o]

A4 & A in a name for the
. I Low Critical 10 40 High Critical
Select the required sensor
thresholds Low High
Critical Critical
[10 ) [30 10

Current Reading 2L
Sensor Currently

Advanced Mode >>
Set Thermostat Online

@793 - 2000 AKCP All rights resened.

By clicking this you can take a
sensor on or offline

Gengors status will be reloaded in 03 secs -

& @ Trusted sives

Note: another way of accessing this page is to click on the “sensors” tab indicated at
the top of the page.
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I) Notification thresholds

From this page you can carry out various operations as indicated above. Also view the current
status (normal, low critical, high critical etc). In the screen shot above you can see the sensor is
indicating a temperature of 29 degrees F, and a status of Normal. If you click on the blue marker
arrow indicated above by the “Set the required threshold” label you can drag this marker to re-
configure the thresholds. After dragging the marker click “save” In the next screen shot you can
see that this marker has been moved to make a new threshold, and along with it the sensor
status has changed.

Sensor Name |Temperalure Port 1

29°C

b &b b A

Low Critical 0 22] High Critical High critical value is now

below current reading

Low High
Critical Critical

0 7 115 |22

Current Reading 29°C

High Critical

Status is now showing
critical

Status

Sensor Currently

If the marker is then dragged back to above the current reading temperature you should see the
status returns to a normal condition again. Note: If this does not happen straight away press your
browsers refresh button.

Sensor Name  [Temperature Port 1

High critical value
set to above current

b &

Low Critical 0 41 High Critical reading
Low High
Critical Critical
0 I [33 41
Current Reading 29°C Status returns to

Status Normal [ norma|again
Sensor Currently

If you wish to take a sensor offline then click on the “sensor currently” button. This will offline the
sensor without the need for you to physically unplug it.
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Current Beading 29°C

Status _Normal Click this button to

Sensor Currently take a sensor offline

Vil (7 AKCP securityProbe

Location: System Location Current System Time: 23/7/09 21:25:18

Summary icture Log / Sound Log Sensors i Notification Settings Applications Help

Sensor Settings
1 2 3 4 5 [ 7 8

Auto Sense [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense J [ [ Auto Sense J { [ Auto Sense J [ [ Auto Sense ] [ [ Auto Sense ]

Sensor Ports
Extended Port
Camera Motion Detection Status 4 4 ® [ ] [ ] L ] @ ®
- Online [ ] ] @ ® @ ® @
Sound Detector

No Camera Signal Detector
Virtual Sensors

This page shows the
sensar ports and their
respective status and state. Iy out Port indicates

Click on a portto display or sensor is offline Please reconnect the sensor or select your sensor for this port below.
configure its seffings

NIC NiC NiC NiC NiC NiC NiC NiC

Select sensor for this port |W; Save

B934 - 2008 AKCP Al ights resened.
Reguesting data...

To bring a sensor back online, select your sensor type from the drop down menu and click “save”.

1 System Name - Microsoft Internet Explorer E]E"

File Edt view Favorkes Tools Help

Qe - () Iﬂ @ _'I‘J /._"Search \;":( Favaries 4

piddress @] http:/710.1,5. 208 sensors, php?sensorMenu=21474

& LK 3
Links @ ~

_id=21474"

aboard_index4795528board d=21474795528b0ard_index=0zsen: ¥ | [£3 60 Contribute EEdE in Contribute (5] Post to Bl

AKCP securityProbe

Location: System Location Current System Time: 23/7/09 21:35:04

Setlings Applications Help

Summary ure Log / Sound Log Sensors ) Notification

Sensor Settings

Sensor Ports

Auto Sense [ [H Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [H Auto Sense ] [ E Auto Sense J [ E Auto Sense J [ [H Auto Sense ]

Extended Port
Camera Motion Detection Slﬂ?us 4 e * 4 b g bd b4
Sound Detector onie = C L > > - > -
No Camera Signal Detector Emlﬁg
Virtual Sensors

“ NiC NiC NiC NiC NC NiC NiC

This page shows the
sensor ports and their
respective status and state.
Click on a port to display or
configure its seftings. Select type of sensor from the drop down

menu Selectsensurforthisuorll [ v{ll[ save | I Click save

Please reconnect the sensor or select your sensor for this port below.

@G - 2009 AKCP All righis reserved.
Sensors status will be reloaded in 05 secs
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ii) Advanced sensor settings
Near the bottom of the sensors page you will see the advanced mode button

[ Aivanced Mode == ]

By clicking this you will get the following options :-

W System Hame - Microzoft Internet Fxplorer  bame - Microsoft Infernet Explorer

Fis Bt Vew Favortes ook Hel Vi Favortee  Took el [
Q-0 HEABG Port @ WEAG P form @ B- LR 6 LJEOK D
by * O -

dukbeio | ] hetgf10.1.5.206 sensars. ok ttpf10.1.5. 206 2 b o | o

AKCP securityProbe
Curren System Tane: 26770
Metification Applications Help.

Sensor Settings

| [_E aamaSense | | B Ao Sense |
L ] ® ® ® ®
L] L] L ] ® ®
> TITIT| THITT| TITITRT
| )| [ [ [
! = L= =
WMol Sacumity NC NC NT
This page shows the
sensor ports and their
respecing Shabut and staly
CliEk 6 & poe 8 display of
configure s selings.
Sorrsol Name  [Temperatur e Port 2
Here you can see
the advanced A A 4 s
tions |i$t To Low Crmical 10 40 High Crisical
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Advanced mode functions

Units: changes units from C to F or vice versa

Rearm: The Rearm parameter is useful for sensors whose values can vary such as the
temperature and humidity sensors.

It is used to prevent the sensor from flickering between two states. For example if the
Warning High threshold for the temperature sensor is set to 80 degrees and the sensor
were to vary between 79 and 80 you could be faced with a very large number of emails,
traps, and events logged. The Rearm parameter prevents this by forcing the temperature
to drop by the Rearm value before changing the state back to normal. In this example, if
Rearm is set to 2 then the sensor would have to drop from 80 down to 77 before the
status would change from Warning High back to normal.

Reading offset: A calibration tool. If you wish to calibrate the temperature sensor, for
example, you could enter an offset value of 5. This would mean if the sensor reads 20
degrees then it would record as 25 degrees. This figure can also be a minus figure (e.qg.
-5 would show 15 degrees instead of 20)

The following advanced functions are for setting the time frame in which the system should delay
a notification being triggered when a sensor gives a reading that exceeds the thresholds (high
warning, normal, etc).

Continuous Time to Report High Critical: This helps to eliminate unnecessary
messages during minor fluctuations. You can set the amount of time to delay a notification
of a status change from high warning to high critical. Enter the time in seconds and press
the “Save” button. The amount of time that can be entered is between 0 and 65535
seconds which equals approximately 18 hours

Continuous Time to Report High Warning: As above but delays notification for “High
Warning”

Continuous Time to Report for Normal: As above but delays notification for return to
“Normal” state

Continuous Time to Report for Low Warning: As above, but delays natification for “Low
Warning” state.

Continuous Time to Report for Low Critical: As above but delays notification for “Low
Critical” state.

Continuous Time to Report for Sensor Error: As above, but delays notification being
sent for sensor going into an error state.

Example: An airflow sensor or humidity sensor may have temporary drops in readings which are
normal operating characteristics; a logical time limit is set to show abnormal conditions.
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Enable Calendar: If you select this option then the following will be displayed:-

Enable Calendar on Off
® o Status setto on

All
121 2 3

Sunday l.l.
Monday ....
L

Tuesday

Thursday

|
rey [ HHREEEEEEENNEEEEE
sawrdey [ HEEENENEEENEEEEE

Todgale Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All.

Report To Clear/Set the Whole Hour, Click a Cell.
Report To Selecl a Mimute, Right Click a Cell; Mouse Over will display mimite

[ save | [ Reset |

[ Set Thermostat Online ]

In our example we wish to monitor an office building between the hours of 7 PM — 9 AM
Monday — Friday only. You can see in this picture we have selected the “Do Not Report”
option for the hours in which we do not wish to receive any notifications or have any
events logged. You change the status of that time frame (Report / Do Not Report) by
simply clicking on the square. This will change it from blue to grey, a second click will
return it to blue.

Enable calendar & on O Off

All

12 1 2 3 4 |5 6 7 8 9 10 11 |12 1 2 3 4 5§ 6 9 10 11

Sunday | |

_HEEEN |-
NN -
_HEEEN
IR
- IR

o e e e e e e

Togale Working Hours
To Clear/Set, Click Hour, Day, AM, PI, All
I Report [ | Do Not Report To Clear Set the Whole Hour, Click a Cell.
To Select a Minute, Right Click a Cell; Mouse Over will display mine offset,
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1. Using internal Mic as a sound detection sensor

The internal microphone (or an external plugged into the line in jack) can be used as a sound
detector.

This tutorial provides you the information needed to setup the internal Mic as a sound detection
sensor.

To get to the starting point of this tutorial:
e Log into the web based interface

¢ Click on the sensors tab

a) First navigate to the correct page in the web interface.

2} System Name - Microsoft Internet Explorer

File Edit Wiew Favorites Toals  Help

@Back L > Iﬂ @ ‘:] /:.] Search \:\\? Favorites Q‘} iv .;, 'IS_% _J &FJ ﬁ 3

Address|@ http:ff10.1.5,206/sensors php?sensorMenu=21474795548board_id=21474795548board_jndex=>08&sh % Go Links > %, =

A AKCP securityProbe

Location: System Location Current System Time: 26/7/09 16:12:37
Summary Map Picture Log / Sound Log Sensors Notification Settings Applications Help

sound Detector Sensor Settings

Sensor Ports Sensor Name ]

Extended Port

Camera Motion Detection

Sound Detector A Y A Y
No Camera Signal Detector Low Critical 0 0 High Critical
H "

Virtual Sensors Sound Detector

Critical Critical
This page allows you to o o o 0
configure the inbuilt
microphone as a Sound
Detector.
This can then enable Current Reading - %
thresholds of loud noises, or stai No Sta
lack of noise, to tringer clickuAdvanced Al [ LEs
'?I?:éﬁ;ﬁél\odlsére setusing the d " SEnsURGIITENTY, L Senill

mode>>

sliding bar I Advanced Made >> I

I — )
e

@1937 - 2009 AKCF Aif Hights resened, -
Ji5ensors status will be reloaded in 05 secs o

E Done @ Trusted sites

r'," start & Inbox for da.., . n Mar... & cleaning raw ... € iTunes = Ps fdobe Phota.., (7] ’(_’,lﬁ- ‘_.’;).-"" 11i12 AM
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b) When you have clicked on the advanced mode button you will see the advanced options
presented to you.

Sensor Name |Soun(| Detector Port 1

B8
v
— . E——
ah ah Y a

Low Critical 20 40 60 B0 High Critical

8%

Current Reading | e

staws ([T
Sensor Currently

<= Normal Mode

Recording Source | Internal Microphone
Microphone Boost (+20dB}) () off (5 on

Microphone Sensitivity Oo C20 O40 O60 @30 O 100
Pulse Length |50 Millisecond
Rearm |0 Percent

Data Collection Type | Average

Continuous Time to Report for High Critical ’0— 0 secs
Continuous Time to Report for High Warning ’0— 0 secs
Continuous Time to Report for Normal ’0— 0 secs
Continuous Time to Report for Low Warning ’0— 0 secs
Continuous Time to Report for Low Critical ’0— 0 secs
Continuous Time to Report for Sensor Error ’0— 0 secs

Enable calendar O on 5 0ff
Now lets look at what each of these settings does:-
Current Reading: Displays the current sound level.
Description: This should be changed to give a meaningful description of what the port is
sensing. Example, "Currently sensing server room", "Wiring closet". This description will be
displayed under the motion detection sensor page.
Recording Source: Here you can choose either internal or external microphone.

Microphone boost (+20dB): Boosts the microphone by 20 dB

Microphone Sensitivity: The level of sensitivity that can be set. For example, if you set the level
to 80, then the microphone will detect more sound if the level was set a 20.

Pulse Length: This defines the minimum duration of a sound to trigger an alert notification.
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Rearm: The Rearm parameter is used to prevent the sensor from flickering between two states.
For example if the Warning High threshold for the sound sensor is set to 80 and the sensor was
to vary between 79 and 80, a very large number of emails, traps, and events would be logged.
The Rearm parameter prevents this by forcing the signal level to drop by the Rearm value before
changing the state back to normal. In this example, if Rearm is set to 2 then the sensor would
have to drop from 80 down to 77 before the status would change from Warning High back to
normal.

Data Collection Type: There are 3 settings for this parameter: lowest, highest, and average.
Data will be collected for the lowest, highest, or average sound reading accordingly.

Note: As for all the other sensors you can now set up the sound detector to be attached to a
notification. Then when your thresholds are broken it will trigger a specified type of notification.
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1. Expansion Ports

Your AKCP Securityprobe-5E is equipped with four expansion ports. This enables you connect up
to four daisy chains of expansion modules. The available expansion modules are an eight port
intelligent sensor board and an Opto-isolated sixteen dry contact expansion module. In this
section we will go through the basic setup of the sensor. If you require information on specific
functions of a particular sensor or expansion board then please refer to the relevant manual for
that product.

a) Plug the expansion board into one of the four ports located on the front panel of the unit. These
are numbered E1-E4.

www.AKCP.com

E4
L—Expansion Pois——! W, sense Disaster...

... And now you are in Control

Expansion boards plug into these ports

b) From the summary page, navigate to the “Sensors” tab. Then click “Extended port” as outlined
in the image below:-

2 System Name - Microsoft Internet Explorer

Fle Edt ‘Wew Favortes Tooks Help
" | A iy y . pm — o
D ) s 2| - S ] 1 X
@Ee:k > Iﬂ @ (0| fPsearch Gorevortes &) (- &z ‘--:3 L) & ﬁ 3
nddress | ] hitpi110.1.5.  php?sensort hoard _id=-18board _ind opage=-18pH v | B G0 Lnks ¥ & - Contrbute EEdEinContrbute [ Post to Biog

- Eimaces [[weather Eglnews - it B resize Pop-up Blocker
AKCP AKCP securityProbe

Current System Time: 307109 16:34:48
Summary Map Picture Log / Sound Log f Sensors Notification Settings Applications Help
Sensor Settings

Location: System Location

Sensor Ports.

%"—f‘f’;;' 1) Click on “Sensors”
' Huard 0A00004

- Extended Port2
- Extended Port3 Extended Port1
- Extended Portd

Camera Motion Detection Extended Port2

Sound Detector

No Camera Signal Detector q

Virtual Sensors i i
Board 0B0000D4

| T ...

Click on a portto display or
configure its seftings.

Extended Port3

2) Click on “Extended Port”

Extended Port3

Extended Port4

Extended Port4.

@799 - 2008 AKCP Al rights reserved.
Sensors status will be reloaded in 03 secs

&] @ Trusted sices
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c) A list of all extended ports will be shown. Each port will display any available extension
modules, these will be highlighted in green. Click the module to be taken to the sensor settings

page.

Extended Port1

Click here to view

oy active sensors from
pecaraonooooaam | the expansion module

Extended Port1

Board 0A000004

d) This will bring you to the following page, the extended port sensors page:-

a2 System Mame - Microsoft Internet Explorer

File Edit View Favorites Tools Help i

Qo - © - (%] [B] @0 | Poeoen Slprevones @) (- s Jereores @) - RS EE B

Address |%‘]http‘HID‘1.5‘ZDE-fservsDrs.phpkensurMenu:D&hnarde:157772l64&bnardJndex:4&sh(ﬂ&huarde:167772154&buardJndEx:i‘&sthlngPage:-1 v e ok * @ - contbure ElEdiin Contrbute  [F]Post to Blog

- Images Weather Images wweather News = Highligh ~'Resize  [18] Pop-up Blocker
S A iE

Admin [
AKCP securityProbe

Current System Time: 30/7/09 19:44:38
Sensors otil Settings Applications Help

Sensor Settings

Sensor Ports
'

Extended Port
» Extended Port1

« Extended Port2
’ | Board 0A000004
. Extended Port3 e Here you can rename your board
- Extended Port4
Camera Motion Detection Board 0AD00004
SRR Board Name Board 0A000004
No Camera Signal Detector T Cannecind

Virtual Sensors . =
T Board Currently Click here to enable or disable
the board
This page shows the list of Reset

extended hoards
connected
Click on a hoard {0 setting

1 2 3 4 5 6 7 g
_ Auto Sense [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense J [ [ Auto Sense ] [ [ Auto Sense J

T

NiC NIC NiC NiC NC NiC

@1a91- 2003 axce anignisresenee. . Click here to view sensor settings

[Sensors status will be reloaded in 08 secs
L3 B3

&1 @ Trusted sites
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e) Once you have clicked on the “Dual sensors” tab you will be directed to the familiar looking

notification thresholds page (below). From this page you can carry out various operations as
indicated in the sensor settings tutorials found on page 16.

securityProbe 5E Manual

Admin

AKCP securityProbe

Current System Time: 30/7/09 20:46:41
Sensors Notification Seftings Applications Help
Sensor Settings

Sensor Ports

Extended Port ﬁ
+ Extended Port2 .

. Extended Port3 Extended Port1 TR

« Extended Portd
Camera Motion Detection Eoard 0A000004 1
Sound Detector 1 2 el & 2 g Y 8
No Camera Signal Detector ~ Auto Sense [ Auto Sense J [ Auto Seise J [ Auto Sense ] [ Auto Sense J [ Auto Sense ] [ Auto Sense ] [ Auto Sense ] [ Auto Sense ]
Virtual Sensors Status ® ® ® ® ® ® ® ®

T ovine e e e ® e ® @ @
This page shows the list of @ ﬁ H
extended hoards o B P ;
connected b= 3 ¥,
Click on a hoard to sefting -

Dual Sensors NIC NiC NiC NC NiC Dual Sensors

Dual Sensors

Dual Temperature

[£3

Sensor Name ‘Tempemlure Port 8 on Board 0A000004

276°C
b

oA A A A

Low Critical 10 40 High Critical
Low High
Critical Critical
10 20 30 40

Current Reading 27.6°C
Status  Normal

Sensor Currently

@1991 - 2009 AKCP Afi rights reserved. -
Sensors status will be reloaded in 05 secs ]
B
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3) Notifications

If you setup a notification you can define the action to take when the sensor gives a reading
beyond your previously set thresholds. This allows you to determine how you will be notified that
a sensors reading has reached the specified parameters (high warning, critical etc) that we
looked at in the previous section.

This tutorial provides you the information needed to setup a notification.
To get to the starting point of this tutorial:
e Login as administrator

e Click the “Notifications” tab

1. Adding a notification
a) First click on the “notification wizard”

/2 System Name - Microsoft Internet Explorer

File Edit ‘View Favorites Tools Help ='l

@Eack - J lj lﬂ _- ) search \ /Favorltes {;} f.-'-"_- :;', 'I_-\ ] ,l-ﬁ_'ﬂ ﬁ “
AddrPs)FEflhttnmulszosrwlznonfvpm—l Eco tnks ? | & -
AKCP AKCP securityProbe %

Location: System Location - Current System Time: 26/7/09 16:22:31
Summary Map Picture Log / Sound Log Sensors Notification \ Settings Applications Help

Link Sensor Te Action

Action

Cortribute  [EEdE in Contributs @ Post ko Blog

Link Sensor To Action Escalation

Link Sensor To Action

View Notification Log [ Create ][ Etlit }[ Create Escalation J[ Remove J
Notification Analvzer

This s an e —
conflgured Sensor Action

Links. From here you may

sl i Click here to begin setting

Sensar Action Links Select

vour desired Sensor Action UP a nOtlﬁcat|0n

Link{=) before making a
chaice

Each line should be
descriptive. E.g. If
Temperature in Store room
|s High Critical Then E-mail
Store Room Manager.

@997 - 2000 AKCP Ali rights resened
@ Daone & Trusted sites

[E3]

T e F 7 [ : r [ ; R iy
+a Start ¢t dari.., E n hame ... & clzaning raw ... €2 Tunes sec P Adobe Photos, . " ° Q‘_J. 471122 AM
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b) You will now have the notification wizard page displayed, like below.

<2 System Name - Microsoft Internet Explorer

Fle Edt View Favorites Tools  Help &

@Eack - J |ﬂ Ig 7}] _/-1 Search \[jl\\;rFavnr\tes ﬁ! t-"v X 4‘1 @’ ﬁ ':;i

I = :
Address gjhttp:jjlo.1‘S.ZDﬁjwwznutify‘php'f‘Page=2&mude=autU&PHPSESSID=SE132d3:f6307c461105(7937532?8V GD Links % -

AKCP AKCP securityProbe

Location: System Location Current System Time: 26/7/09 16:29:11

Summary Map Picture Log / Sound Log Sensors Notification b Settings Applications Help
Create Action

Notification Menu
p Cosies The Notification Wizard will guide you step by step through the process of selcting a sensor, creating
Bedin Notification Wizard an action and defining the criteria under which the Notification will be sent.
Action
= Add Action

Contribute Edit in Contribute: Pnst to Blag

Please select an Action Type I | SNMP Trap

Sws' |

Link Sensor To Action
View Notification | og
Notification Analvzer

Drop down menu with various  [Pictwelog

Flease selact an Action Telephone Call

Tyne from the pull down notification types Custom Script

Fax
box. Later your action will
be linked to & sensor and Sound Log
status Siren
(Wake Up / Shutdown

B9 - 2009 AKCP Alf rights resenved. | T = =
Click “Next” after selecting

notification type

Windows Alert
I Stape Calisws

& Trusted sites

& cleaning ., @ Tures [ I Do Ps Adobe PR, o 7] Q)%. 11:29 AM

We will now go through setting up a few different ways of notification step by step. To
learn what the other types of notifications do refer to the separate notification manuals
that can be found on your product CD.

Updated until firmware C070 -29-



”—KCJ securityProbe 5E Manual

2. SNMP trap

First we will set up a notification via SNMP trap, so that when your sensor reaches a certain
threshold it will send a notification to your SNMP server.

This tutorial provides you the information needed to setup an SNMP trap.
To get to the starting point of this tutorial:

« Login as administrator

« Click the “Notifications” tab

« Choose “Notifications wizard”

« Choose SNMP trap

a) After selecting to add an SNMP trap you will need to fill in the following information

|_Enter name for your
SNMP notification

Action Name |SNMP Trap 1

Trap Version & w1 O vze O w3

SNMP Trap send port{ defaultis : 162 ) 162
[ Enter the IP address

Destination Address [192.168.0.XXX of your SNMP tra P
Community |p|_|u|ic

[ Add Trap Destination ]

Enter community

name of tra
—

b) Once this information is correct you can press the “Add Trap Destination” button. After clicking
this you have the option of inputting another trap, or clicking on “Next”. Now you can enter the
following parameters:-

Sensors Notification

SNMP Trap Action Wiz

Maximum Times to Resend [0 +

Resend Intervals (secs) |1l] 10 secs

These parameters set the maximum number of times to send the trap notification and the time
interval between each notification.
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c) After clicking next you will be presented with the following screens:-

Link Sensor To Action Escalation
Board Sensor Sensor Filter

|Board oA0DOODA emperature Po Humidity

| Internal R.J45 Mﬂlll_:rl_ Detector Port 4 Dual Temperature
Humidity Port 2
Temperature Port 2 Temperature

| Motion
Select your module Select your Sensar

Click “Next”

Link Sensor To Action Escalation

atus Action Action Filter
e e I
SNMP Trap 1 SNMP Trap

I High Critical

Mormal

Low Critical
Sensor Error

[¥a]

elect high critical Select the name of the
trap you just created

— Click “Finish”
Cancel <<Back || [ Fnish | | advancedMode>> |

On these screens you can select the parameters for when to send the SNMP trap notification. In
our example we have selected to bind the SNMP trap to the temperature sensor we have
connected on port 1. The trap will be sent when the sensor reads a “High Critical” and we bind
this to the SNMP trap we just created and named “SNMP Trap 1”
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d) Once we have created the parameters for the SNMP trap, we need to make it active. To do
this go back to the notifications tab and it should look like the following:-

3 System Name - Microsoft Internet Explorer

EEX
-~

File Edit VYiew Favorites Tools Help
Qui- QO MEAG Lo drroens @ - LR LIAE B

Ackress | ] hitp:10.1.5.206 wizn

otify.php?Page=38PHPSESSID=7c 1o 1bb2f925do0d9ca07e 1b7cz2d1e3 V| Ga Links % - Contribute  EHEdi in Contribute Post tao Blog

- |
AKCP

Location: System Location
Summary

Bedin Notification Wizard
Action

Link Sensor To Action

View Notification Log
Notification Analyzer

This is an averview of all
configured Sensor Action
Links. From here you may
create, edit and remaowve
Sensor Action Links. Select
your desired Sensar Action
Link{s) before making a
chaice.

Each line should he
descriptive. E.g. If
Temperature in Store room
15 High Critical Then E-mail
Store Room Manager.

m Elmages EWeather GNews ¥ 5‘

AKCP securityProbe

Notification |

Link Sensor To Action

,9 Resize Pop-up Blacker

Current System Time: 31/7/109 16:47:39

Picture Log / Sound Log Sensors Settings Applications Help

Link Sensor To Action Escalation

J[ Create Escalation J[ Remove J

—

Click “Create”

&1 Done
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e) Select the sensor and SNMP trap parameters as before

Link Sensor To Action Escalation

Board

Internal RJ-lS

Select board

e
—_—
Tempera(ure Port 1

Humldﬂy Port 2
Temperature Port 2

Select
temperature
sensor

Sensor Filter
Humidity
Dual Temperature
Temperature
Motion

Click “Next”

Status

Link Sensor To Action Escalation

Action

Action Filter

N [High Critical

Mormal

Low Critical
Sensor Error

Select
high critical

SNMP Trap 1

Select action

SNMP Trap

Click “Finish”

[ Cancel ] [ << Back ] [ Finish ] [ Advanced Mode >> ]

f) Now you will see the SNMP trap has been added to our notifications page:-

Link Sensor To Action Escalation

Internal RJ45 Temperature Port 1 |:> _ |:> f‘i SNMP Trap 1

[ create

Edit Create Escalation J Remove |

Note: To remove this trap and make it inactive, highlight the notification and click remove.

You can repeat this process to set up multiple SNMP traps for different sensors, or for

multiple SNMP servers etc.
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3. E-mail

This tutorial provides you the information needed to setup an E-Mail Notification.
To get to the starting point of this tutorial:

« Login as administrator

« Select the “Notifications” tab

« Click “Notification Wizard”

a) If you select to set up an E-mail notification you will be shown the following page

2 System Name - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help ,'

\ o . = QA S W 1 1 8
Qui- QO NEAG Lo e @ R ZRAEEE 3
fdress | @] http:{/10.1.5.208jwiznotiFy phpTnotiy Type=28mode=autosPHPSESSID=F 7efaa0372am50dezhfabsde v | £ so  Lioks ” @ = convribute B Editin Contribute ] Past to Blag

@' I m ﬁlmages ﬁWeather ENews - jr hligh
IJ.KCP AKCP securityProbe

,-‘-‘ Resize Pop-up Blacker

Admin [T [

Location: System Location Current System Time: 31/7/09 17:11:32
Summary Map Picture Log | Sound Log Sensors Notification Settings Applications Help

Email Action Wizard

T Choose a name for — actonHame Jemat 1 |

Action your email
» RidActeh I Mail lell ]suppurt@akcp.cum

Link Sensor To Action Mail Toff |sensorprobe@akcp.com|

T Input the “Mail From” s

View Hotification Loy and “Mail To” fields. Mail CC
Motification Analyzer ElCCll and “BCC” are

L e -
optional Mail BCC

Please choose a name for
yaur g-mall Action.
Degcriptive Action names

increase the simplicity of Cilck “N ext"

the system 4

[ cancel §[ Mext
Complete the Mail Ta, Fram ancel e

and CC figlds with corractly
addresses. The Mail To

and From fields are

mandatory.Multiple

recipients may be entered
by separating addresses ~

&) & Trusted sites

| s Adabe Fh ['& mboxfordanic, 3 jame ... | ® picholasBenB... | T secuity [z sp rap e, @D "(,Q 1211 FM

b) After clicking “Next” you will get a page where you can input the e-mail name and message.
Press the “Customize” button and the fields will re-write in a format that will allow for an
automated e-mail that will display the sensor information.
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System Name - Microsoft Internet Explo

File Edit ‘iew Favorites Tools Help

por A = A < 2 ey
OO H@G Pwe e @ B-LAZJEAHE S
Address | 4] hp: 10, 1.5, 206/ wiznatify phpfotify Type=28mode=autosPHPSESSID=7efa893 72as50dezborabste | [Ed 60 Liks ™ @+ Cortriburs [EEGR n Contribute [ Past to Blag

sk 28 l—m Edimages  [Hweather  Elnews - £t Resize  [{8] Pop-up Blocker
AKCP AKCP securityProbe

Location: System Location Current System Time: 31/7/09 17:17:13
Summary Map Picture Log / Sound Log Sensors n i Settings Appl Help

n Wizard

Begin Notification Wizard

Subject ]Testinu Sensor Port 1is now 80, status is now Normal

etion Body [From: System Name{10.1.5.206)
Time: 17:10:11
* Add Action Testing Sensor Port 1 is now 80, status is now
nk Sensor To Acti oremal
View Notification Log
MNotific: n Analyzer
—TE— e S L
Click Customlsed_l I
Thiz iz a preview of the
message that will be sent Attach

1o your recipient(s) The
sentmessage will include
the details relevant to your
Sensor.

Click Custornize to change
the format of this message.
with a dollar sign and

parentheses e.g. $[TIME]

representthe data to be

imported into your w

& @ Trusted sites

System Name - Microsoft Internet Explo

File Edit ‘iew Favorites Teols Help

P A 7 s P ( inl
Qui- © BB G| Py @ 3 BAELJEH B
fiddress | 4] hp: 10, 1.5, 206/ wiznatify phpfotify Type=28mode=autoBPHPSESSID=F7ofB893vzassndeebordbste | [ 60 Liks ™ @+ Cortributs [EEGk n Contribute 5] Past to Blag

@- l—m Edimages  [Hwesther  Edniews - il PResize 18 Pop-up Blocker
V4 KCP AKCP securityProbe

Location: System Location Current System Time: 31/7/09 17:19:41

Summary Map Picture Log / Sound Log Sensors Notifi n Settings Applications Help
Email Action Wizard
Notification Menu

Begin Notification Wizard
Action

Subject ]$[DESCRIPTION] is now $[VALUE], status is now $[STAT

Body [From: $[SYSNAME]($[IP])
Time: $[TIME]
= Add Action $IDESCRIPTION] is now $[VALUEL status is now
H[STATUS]

nk Sensor To Action

View Notification Log

Preview Restore Default J[ Macro Description ] B

This 15 & preview of the ; ; y

message thatwill be sent CIFCk “Attach P|Cture, lf VOU
ta your recipient(s). The

sentmessage will include ha\"e d camera Connected
the tetalls relevant to your

sensor.

Click Gustormize to change

the farmat ofthis message

with a dollar sign and

parentheses e.g. §[TIME]

representthe datato be

imported into your -

Done @ Trusted sites

After this click “Next”

¢) Now you need to input your SMTP server address for your e-mail account.
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SMTP Server

SMTP Port

SMTP Authentication
SMTP Server Login name
SMTP Server Password

Timeout

T —

2 Enabled ) Disabled

30 Second(s)

Once this is correct, click next.

[ cancel | [ Back | [ Next |

d) Now, as with the SNMP trap you can select how many times to attempt to resend the e-mail,

and the time elapsed between each attempt.

Maximum Times to Resend
Reseni Intervals {secs) |10 10 secs

Click next when you have filled in your parameters.

[ Cancel J[ Back ][ Next ]

e) Now link the e-mail we just created to the temperature sensor on port 1.

Link Sensor To Action Escalation

Humidity Port 2

Sensor Filter

Humidity
Dual Temperature

Select board “’"““’;‘: !:nczt e
C temperature
Click
e
a Action Action Filter
Hih Critical | SNWP Trap
Email

Normal

Low Critical
Sensor Error

Select Status [:>

Select email

Click “Finish”

(mea) (o ]@

[ Advanced Mode >> |

Click on “Finish”. You will now be taken back to the main Notification tab.
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Sensor Name Aciion on Sisius | Action Name
Tompmms Pt ) —— [ ) o
& Chck tabde cell to toggle selection.
‘ Cieate |} B | Remove

Click on."Create"

g) Create the notification link as before. Then click finish

Link Sensor To Action Escalation

Board UET Sensor Filter
Board 0acnnnng *\ [Z] Humidity
MinternalRa5_ i Dual Temperature
Select board "'""‘*’“;”;I";'::Zt e A
C temperature
a Action Action Fifter
-ngh Critical SNMP Trap
o Email
Low Critical
Sensor Error
Select Status [:> Select email
Click “Finish”

[_cancel ] [ <<Back ]w[ Advanced Mode >> |

h) You will now be back at the main notification page. You should now see listed our two
notifications, the SNMP trap and the e-mail.

High Warning

Temperature Port 1

Temperature Port 1 B Tutorial E-mail

& Click table cell to toggle selection.

As you can see from this page, we now have an SNMP trap set up not give us notification of a
“High Critical”, and an E-mail notification that will activate on a “High Warning”
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4. SMS notification
Now, we will set up a notification so that you will be sent an SMS message. This message can be
sent via a GSM/GPRS mobile phone connected via a Bluetooth connection or the USB port.

This tutorial provides you the information needed to setup a SMS notification.
To get to the starting point of this tutorial:

« Login as administrator

« Select the “Notifications” tab

« Click “Naotification Wizard”

a) From the list of notification types select SMS and click next. You will then be presented with
this :-

Notification Settings Applications
SMS Action Wizard
Action Name |SMS 1 | n pUt a
notification
name

I Phone Number |

I [ Add Phone Number ]
input a phone

pn um Ee r =

b) You can now either add multiple numbers, or click next. In our case we will click next.

Current System Time: 31/7/09 17:37:2

Notification | Settings Applications Help
SMS Action Wizard

Action Name |SMS 1

Phone Number List

00639052965214

Phone Number [00639052965214 .
Click

[ Add Phone Number ] [ Delete Phone Number ] T N ex ts:

aa ]E
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¢) Now we will set up the message that will be sent to the phone. You will see the following
screen.

Sensors Notification J Settings Applications

SMS Action Wizard

SMS Message |Messaget:
Testing Sensor Port 1is now 80, status is now
Normal From 10.1.5.206

Customized

Click to customize macro [cancet J [ Back ][ next |

Note: A macro is a script that returns specific data collected by the unit. In our example here the
macro will tell the notification to contain the “description” (sensor name), the value (current sensor
reading) and the status (high/low warning etc) these macros are common to all sensor
notifications.

d) You will now see that the SMS message has changed its format to include the Macro script.

Notification o Settings Applications

SMS Action Wizard

From J|$[1P]

Text Message J| ${DESCRIPTION] is now $[VALUE] status is now
$ISTATUS]

[ Preview ][ Restore Default ][ Macro Description ]

Message Iincluding
macro script

[ Cancel ][ Back ] Next ]

Click “Next”

e) Next we will choose to set up the type of connection. This will depend on the type of modem
you are connecting. For the purpose of this tutorial we will assume you are connecting a
GSM/GPRS enabled modem to the serial port. Therefore we will select COML1 from the list.
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Notification
SMS Action Wizard

Settings Applications

Mobile Phone Po|
Mahile Phone Port Speed

| Auto v
Iﬂi

Select for Initialization String |01her[Cu51|:|m Setup) v|

Delay Times

Initialization Stringll|

[ Cancel ][ Back ][ Next J

Choose the connection type you wish to use

f) You will now be able to select the number of times you wish the SMS to be resent and the
interval between sending them.

AKCP securityProbe

Current Systemn Time: 31/7/09 1
Sensors Notification | Settings Applications Help

SMS Action Wizard

Maximum Times to Resend |0 + CI iC k
Resend Intervals (secs) |10 i Next”

Select number of times to (cancel | [Back || Next |
resend and intervals

g) Again we now select the sensor to which to bind this notification too.
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Board Sensor Sensor Filter
Board 0AD00004 Temperature Port 1 Humidity
Intern-al R.J45 Motlen_ Detector Port 4 Dual Temperature
Humidity Port 2
Temperature Port 2 Temperature
Motion

[ Cancel ] [ Next == ]

Link Sensor To Action Escalation

Status Action Action Filter
' High Critical | SNMP Trap 1 ' SNMP Trap
Emadd Email
Normal

SMS

Sensor Error

[ Cancel ] [ << Back ] [ Finish ] i Advanced Mode == ]

As before, select the Temperature sensor on port 1. This time we will use this notification for a
low critical. Then select the notification name we assigned, in this case we chose “SMS 1”. Click
Finish to finalize this.

h) Now we will add the SMS notification to our active list. This is the same process as for the
others, simply click on create and then select the appropriate parameters.
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Link Sensor To Action Fscalation

Boad Sl Sensor Filler

Temperature Port 1 Hunmidity
bt [] Dual Temperature
Humidity Port 2 2 =
Tesnperature Part 2 | Temparature

[ mestion

(ome) b3

Link Sensor 10 Action Escalation

Slatus. Action Action Hiter
|High Critical |SHMP Trap 1 [] SHBP Trap
[ —T
A — g ==

|Sensor Error 5

0

6

|_camcat | | <<pack | [ rinish | | AdvancedModes> |

i) You will now be back at the main notification page. Now the page should display three types of
notifications, the SNMP trap, E-mail and SMS.

Current Systemn Time: 18/9/0

Picture Log Sensors Notification .' Settings Applications Help

Sensor Action Link

Temperature Port 1 } _ f-! SNMP Trap 7

Temperature Port 1 High Warning :.‘J Tutorial E-mail

Temperature Port 1 Low Warning H Tutorial SMS notification

& Click table cell to toggle selection.

[ T ][ il ][ f ]

For the purposes of this tutorial we will not cover the set up of every type of notification. However,
with this information you should be able to follow the procedure for the other types of notifications
easily, as they all follow a similar format. If you still encounter difficulties with this then please
contact us on support@akcp.com.
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4) Camera

1. Basic setup

The unit will allow for connection of up to 4 cameras through the video inputs (V1 — V4). In this
tutorial we are going to assume you are connecting an AKCP pan/tilt camera, and we are
connecting it to port number V4,

This tutorial provides you the information needed to setup the camera functions.
To get to the starting point of this tutorial:
« Connect camera to a video (“V") port

« Log into web based interface as administrator

a) Once you are logged in you will be taken to the default “summary page”.

23 System Name - Microsoft Internet Explorer

Fle Edit View Favortes Tools  Help
@ Back ~ > @ @ / h /-:' Search ‘;'V\"( Favotites ﬁ} [(_4' - _; I;;% f:‘;l: ] @ ﬂ 3
Address |§| http:,l’le.1.5.206,isummary_.php ~ Qo Links % -

AKCP securityProbe

Contribute B Edit in Contribute Post ta Blag

Admin

Location: System Location Current System Time: 26/7/09 21:49:19
i B Summary . Map Picture Log / Sound Log Sensors Notification Settings Applications Help
| Camera4 Sensor Information [
+ Board 0A000004 Board Board 0A000004 - Normal
Board 0B000004 Board Board 0B000004 - Connected

Internal RJ45 Board Internal R.J45 - m

Sensors status will be reloaded in 07 secs

2]

System Log { 1000 messages )

1 20090726 21:47:11 Maotion Detector Port 4 status is Normal
2 2009/07/26 21:47:10  Motion Detector Poit 4 status is Critical 4
3 2009/07/26 21:47:06  Motion Detector Port 4 status is Normal T
4 2009/07/26 21:47:05  Motion Detector Port 4 status is Critical
5 2009/07/26 21:46:50  Motion Detector Port 4 status is Normal
6 2009/07/26 21:46:50  Motion Detector Port 4 status is Critical
7 2009/07/26 21:46:49  Motion Detector Port 4 status is Normal

Summary Setting 8 2009/07/26 21:46:48  Motion Detector Port 4 status is Critical ¥
9 2009/07/26 21:46:45  Motion Detector Port 4 status is Normal 7

-
=]

2009/07/26 21:46:44  Motion Detector Port 4 status is Critical e
System Log will be reloaded in 09 secs

Sensor Filters

Syslog Filters

Layout Setting ‘
Camera Setting

I

|

| Live feed from camera Click “Camera setting”

@ Done @ Trusted sites

s Start 7 2 IntermetE... - Y securicy_prob... Ps Adobe Photos... RE adobe After ... * render malten S sSkype™ - dac... (2] &.‘. 4149 PM
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b) You may, or may not see the live image from the camera already. If not then click on Camera
setting and follow the instructions below.

A System Name - Microsoft Internet Explorer

Fie Edt Vew Favortes Tools Help
Q- © U m '] ¥ D search ‘»Favuntes & [ % G LK 3
AddressI@http:f/ll].l‘E‘ZDEtsummary_.php v B ks ? & -

/!KCP AKCP securityProbe

Location: System Location Current System Time: 26/7/09 21:54:57
B Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Cortribute [ Edit in Cortribute  [5] Post to Blag

Camerad Sensor Information

m

i Board 0A000004 Board Board 0A000004 Normal
Board 08000004 Board Board 0B000004 - Connected
Internal RM5 Board Internal RJ45 -
Sensors status wil be reloaded in 07 secs
a 000 message (x]
1 2009/07/26 21:54:37  Motion Detector Port 4 status is Normal =
2 2009/07/26 21:54: Motion Detector Port 4 statusis Critical =
3 2009/07/26 21:54: Motion Detector Port 4 status is Normal b
4 2009/07/26 21:54: Motion Detector Port 4 statusis Critical
5 2009/07/26 21:54: Motion Detector Port 4 status is Normal
6 2009/07/26 21:54: Motion Detector Port 4 status is Critical
= 7 2009/07/26 21:53: Motion Detector Port 4 status is Normal
Ml 8 2009/07/26 21:53: Wotion Detector Port 4 status is Critical ¥
Layout Setting 9 2009/07/26 21:53: Motion Detector Port 4 status is Normal i '/
Camera Setting 10 2009/0726 21:53: Motion Detector Port 4 status is Critical =)
System Log will ke relosded in 09 secs
Wiewer O activex O Applet @ JavaScript |
.
Displar: (191 L0z (1) Ol === Ensure that portV4 is selected
Network Fastnetwork  Slow network $
Choose the reload intervals for
IRE\DadInIENaI |4sec5 v|l A
refreshing the camera feed
Pan Tilt & Zoom Control
To enable more camera options Click here.
N v

|§] Done @ Trusted sites

Helpful hint

At this stage you will begin opening up multiple windows which my obscure valuable information
displayed on the summary page. To prevent this from happening, each window can be dragged
to a new position to accommodate your preferred layout. To achieve this follow the directions
below.

L LG it vumu I L - LRI

Sensars status will be reloaded in 05 secs

System Log ( 1000 messages )

1 J2009/07/30 15:01:06 Temperature Port 1is 28 C, status is Normal
2 J2009/07/30 14:59:03  Temperature Port 2 is 28 C, status is Normal
3 J2009/07/30 14:59:03  Humidity Port 2 is 57 %, status is Normal ﬂ
4 J2009/07/30 14:58:53  Temperature Port 7 on Board 0A000004 status is Sensor Error
5 J2009/07/30 14:58:53 Humidity Port 7 on Board 0A000004 status is Sensor Error
6 J2009/07/30 13:10:37  Temperature Port 8 on Board 0A000004 is 28 C, status is Normal
7 J2009/07/30 13:10:24  Temperature Port 7 on Board 0A000004 is 28 C, status is Normal
8 120090730 02:32:27 Temp ure Port 8 on Board 0A000004 is 29 ( [ A
9 J2009/07/30 02:23:34 er ure Port 7 on Boar tu —
10 J2009/07/29 18:33:31 Motion Detector Port 4 status is Normal
Systern Log will be reloaded in 05 secs

Click on the blue menu bar and drag to
your new location

|<

T4 Trictad citec
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2. Pan / tilt functions of the camera.

This tutorial provides you the information needed to setup an MMS Notification.
To get to the starting point of this tutorial:
« Login as administrator

« From summary page select options

a) First, click on the “PTZ Control” button.

3 System Name - Microsoft Internet Explorer 3l PTDC Control - Microsoft Internet Explorer

Edt  View Favorites  Tools  Help

e Back - .‘) B @ fb p Senrch *Favmtes Internal PTDC Controller
3 Step e ——
C L D

Address | ] hbp:j10.1.5.206/summary php?PHRSESSID=64F1 47102 dFe3ag

PanTilt Increment

Direction

Summary Setting

Layout Setting

Camera Setting

B M NS ;R W N

<

PTDC Status | Ready | Position | Pan: 30% Tilt: 35%

-
=)

Action Table (1 Action )

Position X PositionY Hold Time {Sec.)
74 a0 fif

Wiewer . (O activex O Applet &) JavaScript Camera Name

Display: [ 1v1 [1v2 [ Iva Mva CMap Carnera 4

Metwork: - Fastnetwork  Slow network

Reload Interval :
I Pan Tilt & Zoom Control I

To enahble more camera options CI§

Ck here.

Sensor Filters
Syslog Filters

@ Done

temNam... R PDCContr.. B& N EO < sima

Click on“Pan Tilt & Zoom Control” This window will now pop up
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b) Now we can pan and tilt the camera by way of the pan / tilt arrows.

cplorer

Intornal FTOC Comtrolier Intornal PTOC Contralier

3 Step
D ree———

PanTin incramant

Use these arrow buttons te pan and tilt the camera
PTDC Status. | Ready Poshtion | Fan:  30% Tit- 36%

PIDCA
Action Table {0 Action }

Position | Fan: 4% Tit: 35%

Action Table (0 Action }
Position X Pasitiony

Heold Time {Sec.)

Ovder Cannena Hamme Position X Pasftion Y Hold Tinee {Sec.h

Here we have clicked the right pan arrow, this has :
panned the camera to the right

(A [_Saveacton | [_Fun Gme Time ]| [_Fun Cortnuous_|

Run Comnuous. |

(CAdd_| [CawaActon ] [_Run oneTime |

3 Swp

3 Step
L M
i

PanTilt Increment

Posion | Fan. 4% Tm. 100% .

Action Tasse (0 Action )

: By changing this
This button pans or tilts the camera to its uxtr\?mis. :: B > we can control
Here we have tilted the camera upwards to its how ma ny steps
maximum amount
4 the camera
: pans/tilts in one
(Caan_] [ SawAchon ] [_Run one Time | [_Run Corruous_| click of a

Direction . &
direction arrow

4)

Helpful Hint

You can also pan and tilt the camera by placing your mouse on the video image and clicking the
position in which you would like the camera to face. This is useful when you want to enter the
values for automated camera movements.
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3. Automating camera movements

This tutorial provides you the information needed to setup automated camera movements.
To get to the starting point of this tutorial:

« Log in as administrator

« Select options from the summary page

« Click Pan Tilt and Zoom control

We will now look at creating an automated camera movement. This will make the camera
automatically pan or tilt at preset intervals.

3 PTDC Control - Microsoft Internet Explorer

Internal PTDC Controller

3 Step
B

&

Pan/Tilt Increment

Direction

| PTDC Status | Ready [ Pan: z7% Tit: 3@%

| Position

Action Table td Action )
Order Camera Name Position X Position Y Hold Time (Sec.)

C||ick “Add” v
|

im—
[ Add J[ Save Action J[ Run One Time J[ Run Continuous J

& Inbox For danigl.... ) security_probe_... e™ - dacs_uk Ps Adobe Photosha...
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b) After clicking on the add button you will be met with the following pages

2 PTDC Control - Microsoft Internet Explorer

Internal PTDC Controller

3 Step
S L D —

PanTilt Increment

Direction
| PTDC Status | Ready | Position | Fan: 7% Tit: 38%
PTDC4
Table (0 Action)
Port 7 Click “Save” after
Position X 27 inpl.lttil'lg the
Position Y L desired parameters
Hold Time {See.) 5

Cancel

Here we can select the position of the
X (pan) and Y (tilt)

2 PTDC Control - Microsoft Internet Explorer

Internal PTDC Controller

3 Step
- I

™

Pan/Tilt Increment

Direction

PTDC Status | Ready | Position | Pan: 27% Tit: 8%

Action Table {1 Action)

Order Camera Name Position X PositionY Hold Time {Sec.}
1 Camera 4 7 38 g T
-
1) This motion command will be shown here
2) Click“Add” again Ev
¥
[ savesction | [ RunoneTime | [ RunContinuous |
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2 PTDC Control - Microsoft Internet Explorer

Internal PTDC Controller

3 Step
C L

Pan/Tilt Increment

Q
< <

Direction
| PTDC Status | Ready | Position | Pan: 38% Tit: 35%
PTDC4
Port ]
ﬁonx 36
Position Y 35
Hold Time (Sec.) g

Cancel Save

By clicking on the image we now have new
coordinates. We have panned the camera 36
and tilted 35

@2 iTunes fM 5Win.. + 7 3Inte.. ~| Ps Adobel

Repeat this process as many times as you wish to automate the cameras movement so that it
covers the area you require too monitor. In this example we have added three different positions.

Action Table (2 Action )

Order Camera Name Position X Position Y Hold Time (Sec.)

1 Carnera 4 0 i} | 5 =
2 Carnera 4 36 35 5 o
5

7

[ \ i

After adding several
movements click “Save
Action”

Continuous” and you
should see the camera
run through the
preset coordinates

After clicking “Save Action”, click on “Run Continuous”. This will start the script running. You
should then see instant feedback from the live stream in the camera window as the camera pans

through these positions.
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4. Recording from the camera

To record from the camera you first need to have active x controls installed on your PC. The web
interface will direct you on how to do this. For this tutorial we will assume this is done.

This tutorial provides you the information needed to setup the recording from the camera.
To get to the starting point of this tutorial:
« Login as administrator

« From summary page select options

a) Select ActiveX as the mode of display. (Some users may need to install active x. If so follow
the on-screen instructions)

A System Name - Microsoft Internet Explorer

File Edit W¥ew Favortes Tools Help f
TRl = " — a Sl e — :
- ' | N ) L i Mo, = T &
@ Back > x ,,: (n) | p search ¢ Favorites @ I =" '-:3 = _I M’ ﬁ f‘
Iz = - =
fddress | ] http:{10.1.5. 206 surmary php?PHPSE SSID=64F1 471 82F dFsinab402d1 SasaadSe 1 e Ble ks ? @ - cConwbute BIEdEin Contribute [ Post to Blog

Admin [EN
AKCP AKCP securityProbe 0

Location: Systemn Location Current System Time: 28/7/09 15:09:54
= Summary Map Picture Log / Sound Log Sensors Notification Settings Applications Help

ActiveX Camerad Sensor Information

: m
# Board 0A000004 Board Board 0A000004
Board 08000004 Board Board 0B000004 Connected

[ Internal RJ45 Board Internal RJ45 .

Sensors status will be reloaded in 05 secs

E

System Log ( 1000 messages )
2009/07/28 15:10:05  Motion Detector Port 4 status is Normal =
2009/07:28 15:10:04  Motion Detector Port 4 status is Critical 2
2009/07/28 15:10:02  Motion Detector Port 4 status is Normal
2009/07/28 15:10:00  Motion Detector Port 4 status is Critical
2009/07/28 15:09:53  Motion Detector Port 4 status is Normal
2009/07/28 15:09:52  Motion Detector Port 4 status is Critical
2009/07:28 15:09:51  Motion Detector Port 4 status is Normal

SO 0N oG RN - ]I

Setup Record 2009/07/28 15:09:49  Motion Detector Port 4 status is Critical ¥
—_ 2009/07/28 15:09:29  Motion Detector Port 4 status is Normal 7
T~ muke J x

2009/07/28 15:09:28  Motion Detector Port 4 status is Critical
Requesting data...

Summary Setting

= After selecting ActiveX you will see you video window change to
8
this

Viewer _ Select ActiveX

Display: w1 w2 | va [Fv4 CMap

Metwork: (3 Fast network O Slow network

Reload Interval :

Pan Tilt & Zoom Control

To enable mare camera options Click here.

Syslog Filters

@ Done & Trusted sites

[
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b) Click “Record” and the camera record window will now open.

oft Internet Explorer

File  Edit Wiew Favorites Tools Help

_ Favorites

Edit Wiew Favorites Tools  Help

{ -\:) @ @ fh /‘:] Search

Links ™ @ ~ Connected

ActiveX Camerad File
Connectio C 0 Board Name &

Board 0A000004
Board 0B000004
Internal RJ45

dit in Contribute Post to Blog Sensor Errar

Contribute

Al

1 2009/07/28 15:21.
il 2009/07/28 15:21
3 2009/07/28 15:21
4 2009/07/28 15:21,
5 2009/07/28 15:21,
6
7
8
9

200910728 15:21
200910728 15:21
200910728 15:21
200910728 15:21
10 20090728 15:21

7
Y

Summary Setting

Layout Setting &
Camera Setting Record | Setup Record Test

& Done & Trusted sites

B

Viewer: & activey O applet O JavaScript

Display: vt | vz v3 [Fvd Cuap

Network: () Fast network () Slow netwark

Click “Record”

Reload Interval 4 secs

This window will now appear

|3

&] Done & Trusted sites
- B&h [B

/s start & mickfor daniel.chal.. | T 7 3 Inkernet Explorer

Sensor Filters

Syslog Filters

2] Done & Trusted sites

£41]
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¢) Now we need to set up the capture parameters. Click on “Setup Record Test”

2} Video Recorder - Microsoft Internet Expl...

File Edit ‘Wew Favorites Tools  Help -.1.’

" —
Qe - @ - ¥ B @ POy
address | @] http:/10.1.5.206)cp8) v | B G0 Links ” @ -
Contribuke Edit in Contribute Posk ko Blog

[

Click “Setup Record Test”

Setup R d Test
|Cli|:k ko ackivate

1) @ Do & Trusted sites

Bl Record Setting Panel

Y¥IDED RECORDING ‘

Select the folder in which you wish
Save videno dipsto | C:\Documents and Settings\admi  Browse your video to be saved

[~ Record every received Frame

2 seconds per frame

I)I : : ) : 2 3: SEC w
Approximate disk space limitation: 512 ME H'Ere you can SEIECt how mUCh dISk
} g [ space you wish to, length of time
Time lmitation: 1 hrs and what to do when this limitation
b % v & =5 & &0 60 =+ Min is reached (replace oldest clip or
Arter liritation condition is met, Stop reco rd ing)

@ peplace the oldest clip ¢ Stop recording

Save

Wer, 3.0.17.0, Apr 9, 2008

2)
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d) To begin capture, simply click on “Record”.

‘23 Video Recorder - Microsoft Internet Expl... |;||E|

3

File Edit Wiew Favorites Tools  Help .1.

» 2 »
Do - @ - [*] @ @ Pt
address | &] httpyjf10.1.5.208)cp8) ¥ | B G0 Links 7 & -
Contribute B Edit in Contribute F‘u:ust ko Blog
ecord’ to start, A
Click “Record” to begin capture

Setup Record Test i
"

Note: If you wish to record, and run the automated camera movement sat the same time, start the
automated camera movements from the “PTZ Control”
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5. Picture Log

The camera can be used to automatically log a photo and send it as part of a notification.
Continuing our example of setting up the temperature sensor in this part of the tutorial we are
going to use the camera to capture an image from 2 seconds and 1 second before and 2 seconds
after the event. The event will be when the temperature sensor reading is at “High Critical”.

This tutorial provides you the information needed to setup an MMS Notification.
To get to the starting point of this tutorial:

« Login as administrator

« Select the notifications tab

« Select notification wizard

« Choose picture log as the notification type (follow previous notifications wizard
instructions)

a) Once this is done you can add it to the active notifications so your page should now look like
this:-

< System Name - Microsoft Internet Explorer g@@
;;r

Fle Edt WYew Favortes Tools Help

Qe - ) |ﬂ @ N /j'Search "5‘"\’(Favnrltas @ 2 7 \:a AR GE S 3
v Beo ks & -

/!KCP AKCP securityProbe

Lo System Location Current System Time: 28/7/09 15:53:07
Summary ic 0 0 Sensors Notification Setlings Applications Help

cContribure EEdin Contribute 5] Post to Elog

Admin [£§

Adress | ] http:110.1.5.206 wiznobiFy php

D=5d0ab0afS469796h82c925a802ac 7496

Link Sensor To Action

Notification Menu
Begin Notification Wizard Link Sensor To Action Escalation
Action
Link Sensor To Action
T Internal RJ45 Temperature Port 1 [ wWoncitical | B picture Log 1
MNotification Analyzer
[ Create ] [ Edit ] [ Create Escalation ] l Remove ]

This is an overview of all

configured Sensor Action

Links. From here you may

create, edit and remove
vour desired Sensor Action

Linkiz) before making &
chaice

Each line should be
descriptive. E.g. If

emperelde 1 ooy Picture log added to notifications list
s High Critical Then E-mail

Store Room Manager.

&] bare @ Trusted sites

As you can see from the screen shot above, we have set the picture log to be created when the
temperate sensor is at a “High Critical” state.
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b) Adjust the notification thresholds in order to trigger a response. This has triggered the picture

log notification.

a3 System Name - Microsoft Internet Explorer BEI@
£

Ele Edt Yew Fgvoites Took  Help

@Eack > |ﬂ @ 'J\J /f" Search \:j;/Favnmtes o [. :6 “.;3% & 4" gz, ﬁ '3

pdchess [ €] hetpi/110.1.5.206 cpefeverts. php v B s ” & -

Cantribute Editin Contribute  [£f] Post to Blog
Admin

AKCP securityProbe

ystem Location X Current System Time: 287109 16:10:33
Map Picture Log / Sound Log Sensors Notification Settings Applications Help

summary of Events (1 events)

28/07/09 16:10:06 Internal RJ45 Temperature Port 1 28°C High Critical

Filter Option
Number of display items per
page [10

Advanced Filter

1
=]

2

Display Sensor Type 3
# Display Sensor Status 4
5

6

7

8

9

Apply Fifter
Clear Fiter

Here you can see that the temperature sensor on port 1
has triggered a picture log notification

10

1391 - 2009 AKCP All rights resenvec

Click the “Picture Log” tab Click “view” to see pictures

& @ Trusted sites

c¢) Viewing the logged pictures.

I System Mame - Microsoft Infernet Luplorer = (S '3‘_
Fie Edt vew Fovortes Took el &

Q- @ [ @@ Pt fproees @ 3-5 W 3l B

ot | ] it 1o 1.1 e e thagh

AKCP AKCP securityProbe
Location Sysiem Localion _ Currend Systemn Time: 1RS07 150809
Summarny W Peiwelog Netification Settings el
Event Detail

180GRT 140113 1 Tempirature #F

1WROT 15,0011 VRRROT 150102 1WORAT 150113 VATROT 1 80108

BT 150117,

ST - 00T AKEP 4N rights ressred

&l 1D Prunted st

T sty probe_mars ) sscutyprche_maras. W Lorvan shots.

Form here you can see there is a series of images. These have been taken at the preset time
intervals, before and after the event. These parameters were set up in the notification wizard
previously.
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6. Software motion detection

The unit is capable of motion detection via the cameras interface, without the need for the
separate motion sensor. However there are limitations to its capabilities. For instance, the
software motion detection will not work when the camera is set in automated mode, or is being
moved via the web based interface.

This tutorial provides you the information needed to setup the software motion detection.
To get to the starting point of this tutorial:
« Login as administrator

« Click the sensors tab

a) First navigate to the correct page in the web based interface

<23 System Name - Micrasoft Internet Explorer

File Edit VWiew Favorites Tools Help

3 g X e i A B G = > 2
Q- © WA G P drome @ 2-LRASLEEH B
Acdress | €] http:j]10.1.5,206]sensors. php7sensorMenu=21474795528board_id=21474795528board_ndex=-1eshc ¥ | [Ed @0 Liks & = Conribute EEdtin Contribute 7] Post to Blog

o | I Biragss wecther Elbews » Koo PResize [{5] Popup Blocker
AKCP AKCP securityProbe

Location: System Location

Summary Picture Log / Sound Log Sensors d Notification Settings i
Sensor Settings

BoardName [internal RJ45

x I "

Sensor Ports Click “Sensors

Extended Port Reset

Camera Motion Detection

Sound Detector

No Camera Signal Detector 1 2 3 4 5 6

Virtual Sensors Auto Sens; [ Auto Sense ] [ Auto Sense ] [ Auto Sense ] [ Auto Sense ] [ Auto Sense J [ Auto Sense J E
T .. ® ® ® ®

This page shows the Online @ 9] ® @

sensor ports and their

respective status and state. I THTnn

Click on a port to display or |7 7|

configure its settings. =
T — Temperature Dual Sensors NiC Motion NiC NiC

Cllck ©{037 - 2009 AKCP Al rights resenied.
Sensors status will be reloaded in 01 secs , -
Camera Motion
E ”
Detection

< | ¥
@ & Trusted sites

P eiar P = [ Fan [ r [Trs | it 7
s Start & Mickfor.., | & G secirity. . | €@ iTunes 5 Win.. = 7 3Inte. = Ps Adobe.. & Hicholas, . B &8 «om
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b) Once on this page you need to select the camera connected to the relevant port. In our
example our camera is on port 4.

E M4

V3 V4

jure your Software Camera Motion Detector.

Click on the camera connected
AKCP All vights resepied. tO pOI't 4

c) After selecting the camera your window will display the following :-

Sensor Name |Suﬂware Motion Detector 3

staus - (oSS
Sensor Currently

0%

Less Sensitive . More Sensitive

{Less Motion Detected) (& (More Motion Detected)

Choose Motion Area to mask

Mote: The area in red tint will be ignored.
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d) From here now by clicking on the grid over the picture you can select which areas are to be
ignored by the motion detection. This is useful if for example you are monitoring the view from a
window and there is a tree in the top left corner. You can ignore this area and monitor the rest.

Sensor Name  |Software Motion Detector 3

s ({Ho ST )
Sensor Currently

0%

Less Sensitive . More Sensitive

{Less Motion Detected) (& {More Motion Detected)

Choose Motion Area to mask

Note: The area in red tint will be ignored.
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5) Mapping
The mapping feature allows for an instant visual feedback as to a sensors position, and status. It
is a useful monitoring tool for a set up with several sensors in different positions.

This tutorial provides you the information needed to setup the mapping feature.
To get to the starting point of this tutorial:
« Login as administrator

« Click the “map” tab

1. Adding amap

a) First we need to add a picture file to be used as the map. This can be a blueprint of your office,
a 3D picture of your office/site being monitored, or a photo of the wiring closet you are monitoring.

a System Name - Microsoft Internet Explorer E@@

File Edit Yiew Favortes Tools Help

Gﬂack il iiLl |EL| 2 /-'Search -;":.:'Favnntes & - e % 3 ,_L;ZJ' ﬁ 3
Address @) http1110.1.5.206{map.php v B iks ¥ & - contbue BEdtinContrbuts [ Post to Blog

@v | Elmages [Fweather Edhens - &
:'!KCP AKCP securityProbe

Location: System * ~=~~*-~ Current System Time: 30/7/09 21:26:13
Summary Map Picture Log / Sound Log Sensors Notification Settings | Applications Help

Sensor Map [ Untitled 01]

,‘-‘Resize Pop-up Blocker

Admin [0 £

Map List
No Map Uploaded
Online Sensors
# Board 0A000004
# Internal RJ45
Options

Unlock

Add New Map

Please upload map file.

Sensor Normal State
Sensoraming State
Sensor Critical State
Sub Map Mormal

Sub Map Waming
Sub Map Critical

Place links on map: Press the FullScreen hlode

Unlock buttan, then drag the - o

EEDeC@

2] @ Trusted sites
—_——

id start, | [&hik
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b) Now you can browse to the file on your HDD you wish to use.

Map Wizard

Please select a Map picture to upload.
JPEG or GIF format (Maximum 512 kB).

Upload new Map | Browse...
|
Click “Browse” to navigate to your selected file

¢) In this tutorial we are going to use a 3D map of a campus site we are monitoring.

Map uploaded successfully.
Please enter the Map Name

Click

IEmer Map Name |campus map I “Next”

Enter a name for your map | Back |

d) Choose to have the map as a top level map.

Sensor Map [ campus map ]

| This Map can be assigned as a sub-Map or as a top level map.
Please assign parent map for this map.

Select Parent Map | Set as Top Level v

Set map as top level
Click “Next”
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e) You will now have the option to finish or to continue adding your sensors to the map. For this
tutorial, click next.

Map Wizard

Map added successfully.
Click Finish to close this wizard or click Next to continue to Sensor Adding Wizard.

f) You will now be taken to the map page where it will display your map. To continue adding the
sensors click next.

|5

Map List

campus map
Online Sensors
4 Board 0A000004
Internal R.J45
Options

Reset This Map
Remove This Map

Sensor Normal State
SensorWarning State
Sensor Critical State
Suh Map Maormal

Suh Map Warning
Sub Map Critical

“ IThis wizard will guide you to the rest of the sensors adding process. I

Click the Next button to continue. Click “Next”
Place links on map: Press the

Unlock button, then drag the = |

Sensor or Sub Map link on to
the map. @

More information: Left click an
Sensor icons to display real
time sengsor data.

B E®O®

83

@ Done @ Trusted sites
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g) After clicking next you will be directed to click the “Unlock” button.

—r
3 Syatom Hame - Micraso!l Infarnal Explarer A3
Fie L& Wew Fovorkes Took Help

Qe - O [ B € P e @3- 5 5 LU R-E 4
i

0.1 L 208 g, phg PP SE S Derd TS SEALEH BN 246 300 A0 o2 HE rsecdem 2

Manufacturer Product

Curren System fims: 31007 115702
Pieturs Log Sonsors Malifietian Sottngs Applicatize Valp

Sensor Map [ campus |

Tempar s Pan 1
ity P 1

Wethon Detscte Poat 2
Sarvhe Detester Post 3

Snflow Pold
Waner Deteston Por 7
e

e RN

Pl Gt Bonirears (1880 Bret]

@  SonsorNomas Eatn
Q' SensorWaming State
@ Sonsor Crites) St Al sansor
B subMspLnk

£ J [
Place Bk on map: Press Uniock s El —_
Ihien deag Sensors and Sub Map inks on

0 nap

Mot infoamiation: L click on Senson

ek

bt Seeors Icon needs

i Chek tha Uelsck bimtan 12 earminis

Wisphay 4 ena Cont it Tlwe Semson
PrBEa ha SBNS0F dRSEREHON oo 1he ban
celuma

Display A eag: Prés the map
destretion o the HA column

Display wub map: Le# click an G Map

l

4 start | - F - 3 W ey ko | O Sy - it | BB My by ik, | B menr orudre.

1 System Name - Microsoft Internet Explorer

Fle Edt View Favortes Took Help L

Qe - @ - \ﬂ @ A /.-‘Seavch 'i“;z‘Favarites & - :_; SY=IEQ) <
nddress‘@]httpwm.n.a 205)map.php M= R Cortribute EBEditin Contribute  [F] Past to Blog

@o- ,—m Edimages [weather Edlnews = & oo
,’!ch AKCP securityProbe

Location: System Location Current System Time: 31/7/09 19:57:06
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

P Resize Pop-up Elocker

Sensor Map [ campus map ]
Map List
campus map
Online Sensors
'+l Board 0A000004
= Internal RJ45
emperature Port 1
Motion Detector Port 4

emperature Port 2
Humidity Port 2

=

-

Lock
Add New Mapy

Legend

Sensar Mormal State
SensorYWarning State
Sensor Critical State

Sub Map Normal 100.00 %

Sub Map Yarning (LZoomn ] [Lzosmout ] [ Fullscreen Mode |

Sub Map Critical

B pore & Trusted sites

(E3

D
f] [ ¥ o

i) After you have positioned the sensors in the correct location of your map click on “Unlock”
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3

Sensor Map [ campus map ]

Map List
campus map
Online Sensors

Click
“Unlock”

1. T
Reset This Map
Remove This Map

Sensor Mormal State
Sensor¥Warning State
Sensor Critical State
Sub Map Normal
Sub Map ¥Warning
Sub Map Critical - - . "
The round circle icons in the upper left represent the Online Sensors.
“ All sensor icons are locked by default. To move and place the sensors into the map, press the Unlock
button.

ECEeCe

Place links on map: Press the
Unlock button, then drag the Click the Unlock button to continue =
Sensor or Sub Map link on to
the map.

More information: Left click on
Sensoricons to display real
time sensor data.

[

&] Done @ Trusted stes

j) Finally you click on the “Finish: button to save your changes

[ = ¥ s . AR ER = il kil
Sensor Map [ campus map ]

3

|

Map List
! ]
Board 0A000004

Internal RJ45

Sensor Adding Wizard

Unlock

Add New Map
Reset This Map
Remove This Map

Legend

Sensor Normal State
SensorWarning State
Sensor Critical State

Sub Map Normal
Sub Map Warning
Sub Map Critical

- e

‘You have completed the sensor adding wizard.

el "Einich”
Click Finish to save the change and close this wizard Cllck Fini Sh
lace links on map: Press the

nlock button, then drag the
ensor or Sub Map link on ta
18 rnap

lore infermation: Left click on
ensoricons o display real
e sensor data

Jone & Trusted sites
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2. Monitoring via the map interface

Now we are going to look at how to monitor the sensor status and use the map interface.

a) To see further information regarding a sensor you can click on its icon. First you must click on
the “Lock Icons” button.

By Clicking on the
icon you can view
|__ sensor information
and status

., | Reading - %
Status Sensor Error
Sensor Ports 1

Show Graph
100.00 % Sensor Config

[ Zoom In J [ Zogm Ouf lIScien Mode J

If you connect other sensors, these too can be dragged and positioned on the map.

d) If you click on “Show Graph” you can view a graph of the sensors collected data.

Type Hurmidity
gl Sensor Name

Hurnidity Part 1 an
Board 0AQDD004

Reading - %
Status Sensor Error
Sensor Ports 1

[Show Graph

Click here to view
uscresnwose | graph of sensors data

1)
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43ATLI0 TA0L / Toolady

Office 4.0
e —
B =
I = 82.0
z
=
= 80.0
Bortg z
4
" g 78,0
Options (I
Unlock Icof 7e.0
Add New )
Last: 79.0 F

16i00 12100 20000 22100 00;00 02:00 04500 OE/00 0200 10400 12000

AVErage!

1.1 F

Type
Temperature

| Sensor Name
| Temperature Por 1

E Reading 79 "F
Status Mormal

Sensor Ports 1

sor Mormal State
s0ryaming State
sor Critical State

Map Link

2)

Updated until firmware C070
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Sensor Config
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6) Filters

1) Sensor filters

The module now comes equipped with the option to filter your sensor information which is
displayed within the summary page. To enter the filter menu, select “Sensor Filters” from the
dropdown tab on the left of the page:-

3 Syntum Hame - Micresoll Internet Explorer &
”

Fle Edt View Favrtes Took el
Qu O HE M P e @ S-L05 JEH 3
dovne | ] hetpe /10,1 5 208 surmemary. phg » B w® . sinte [ENEE in Contrbate [ Post to Moy

TR G Elwnnter G+ & Hreen [ pepan ke
AKCP AKCP securityProbe

Locaion: System Location

& hneinal BHS
Boriby DomdHama w

Desplay Statue
[ critkal HOPOTH 2EARST  Motion Defecion Port 4 slatus in 1
200907731 20:19:56  Motion Betecton el 4 stats bs Critical
TOUROTON POMCAS  Mothon Detnctor Peet 4 staus s Notmal
Display Sansoe Typs POUOTON plifcAd  Mation Detector Peet 4 stasus bs Critical
OUROTIN AEAAG  Login atbemnpl succasdad Admin from 1805117,

[ Hormal
[rlvwaeniog [¥] senser Ervor

Elpumicry F00BOT I MM Logun aftempt strccaaded: futim Trom 1015117,

[ Dy Tomparsare FHAOTH ATSER  Mation Detecior Peet 4 stafus ks Nl

[¥] Tamgpaenturn HPOTMATEE2Z  Motion Detecior Pert 4 status i Critical

[¥] Mavon ZROTH AT Motlon Detector Pert 4 stanus is Nesmal
00907731 18420 Mation Detector Pest 4 stahis b Caltical

b Click here to view filter options

[=] Board HBOGH004
[l intemal a5

_ laphline

ey
Retoad Sengorinteral . [0 gece

loore O Trusted stes

Once you have clicked the tab you will be able to select your filter results by altering various fields
of information contained within sensor filter window:-
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[ oo

Sort b c | Sensar Mame
Di

Port
ormal Sensar Mame
Status
pisplav SEnsor IVRE Various check boxes
Hmieily can be ticked and
Dual Temperature . .
unticked to customise

emperature . .
your fiter window

Sorting options are
found in the drop
down menu

al

arning or Errar

otion

Display Board Name

oard DADOO004
FReRLdCEROHN0S Click here to save your

nternal F.J45 -
selections

I Apply Filter I[ Clear Filter |

Reload Sensor Interval ]1I] cecs, Apply

Altering your page reload interval can be achieved by using these options shown below:-

secs.l (avey_| | To alter your reload time,

IQelnad Sensor Interval - {10
| enter a new value here
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Once you have selected your preferred filter options, your new settings will be displayed in the
“Sensor Information” window found on the summary page:-

System Name osoft Internet Explorn

File Edt View Favorites Tools  Help

@Back - J Iﬂ I@ ;\J /_' Search :_/q:( Favorites &t

=Jad 3

Address igj http:fi10,1.5, 206/ summary ,php

Contribute  EAEdi in Contributs Post to Blog

v|GD Links %'

Q- |
AKCP

Location: System Location
B Summary | Map

Summary Setting
Layout Setting
Camera Setting

Sensor Filters

sortby | Board Name v

Display Status
[l marmal [ Critical
[#]warning [¥] sensor Errar

Display Sensor Type
Hurnidity
[“] Dual Temperature
[¥] Ternperature
Motion

Display Board Name
nard 0A100004
nard 0B000004
Intarmal R.J45

[ mpplyFiter | [ Clear Fitter

m Elmages BWeather GNews ™ 5?

Picture Log ! Sound Loa

,? Resize Pop-up Blocker

AKCP securityProbe

Current System Time: 31/7/09 20:58:06
Notification Applications Helo

Sensor Information E

Board 0A000004

Board 0B000004 - Connected

Internal RJM5 . | crtical |

Sensors Settinas

Board
Board

# Board 0A000004
Board 0B000004
Internal R.J45 Boari

Senzors status will be reloaded in 05 secs

System Log { 1000 messages )

1§ 2009/07/3120:19:57  Motion Detector Port 4 status is Normal
2§ 200907/3120:19:56  Wotion Detector Port 4 status is Critical
3§ 2009/07/3120:19:45  Motion Detector Port 4 status is Normal
4 §| 2009/07/3120:19:44  Motion Detector Port 4 status is Critical
5 0 2009/07/31 19:46:46  Login attempt succeeded: Admin from 10.1.5.117.
6 B 2009/07/31 19:40:31 Login attempt succeeded: Admin from 10.1.5.117.
7 | 2009/07/31 17:54:24  Wotion Detector Port 4 status is Normal
8 j| 2009/07/3117:5422  Motion Detector Port 4 status is Critical
9 [l 2009/07/31 17:54:21  Wotion Detector Port 4 status is Normal 3
10Q 2009/07/31 17:54:20  Motion Detector Port 4 status is Critical i
System Log will he reloaded in 10 secs
Saved sensor settings are dispalyed in this window

@ Dane
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2) Syslog filters

Syslog filters enable you to customize your syslog window. To begin select the “Syslog filter” tab
found on the summary page:-

securityProbe 5E Manual

(= System Hame - Windows Internet [xplarar

@ - [E hitp {10, 1.5 e LTI {288
G [Tme to search the web (Curbei |
WG| s e f i = IO R T R

AKCP

Locatior: System Location

AKCP securityProbe

Current System Time: 18809 0

L] Summary Sensors Suttings

Syslog Fillers 1 20090818 DH:46:18
2 200900818 04693 Dvy Contact Port 1,
Sotoy DA = y 2008008118 08:46:40  Dey Comact Port 1,
4 200900818 06:45:51  Dry Contact Port 1,
Humbes of display Hems per pags | 10 ¥ 5 F00R0818 08:4544 Dy Contact Podt 1.1 etatue & Crticsl
Advanced Filter L} 20080818 08:454) vy Comtact Port 1.1 status ks Normal
# Display Log Lewl 7 200900118 00:45:40 Oy Comtact Port 1.9 status s Ciucal
e Digplay Log Type 8 200908118 08:45:38  Dry Conlact Port 1.1 status is Hormal J
# Display Notification 9 20090018 08:45:10  Dry Comact Port 1.1 staus s Crivical 7
& Display Senser Type 10 20090818 08:45:19  Dry Contact Port 1.1 status is Hormal
# Display Sensor Stahus System Lo wil be reioades n 04 secs
[ Awoty riter | [ CleerFilter | [ Clear Sy3Log |
Raloan Syaiog ol 10 soes [dwety ] P Click here to view Syslog Filters

o Trusted shes 100k -

07 EMES (R ssm

Once you have clicked the tab you will be able to select your filter results by altering various fields
of information contained within syslog filter window:-

Syslog Filters

Sortby:[Date ]
Mumber of display items per page

Advanced Filter
EF:re oo evel
Display Log Type
[+ Display Motification
[+ Display Sensor Type
[ Display Sensor Status

By clicking on the “+”
sign, a drop down list
of options will be come
available.

| ApplyFilter | [ ClearFilter | | Clear SysLog |

Reload Syslog Interval ;|10 secs.
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By checking and un-checking various boxes within the Syslog filter window you can customize
your displayed results contained within the syslog filter.

Sorting options are found

» D t .
in the drop down menu
Mumber of display items per page| 10+

Advanced Filter
= 0isnlay Log Level

Various check boxes
can be ticked and
unticked to customize
your filter window

Cisplay Sensor Type

ry contact Array
ual Temperature
lotion

y Sensor Status

HHEEER

e
=
w
=]

armal

igh Warning
igh Critical
ow Warning
ow Critical

EEHEEE

ensor Errar

== (Click here to save your

Apply Filter Clear Filter Clear Sys L H
oy [ J yslog J selections
Reload Sysleg Interval ; 10 secs. Apply

Altering your reaload interval can be achieved by using the options shown below:-

To change your reload interval enter a
Relead Syslog Interval §10 Secs. Apply new value here and click “Apply”
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Once you have selected your preferred filter options, your new settings will be displayed in the

“System log Information” window found on the summary page:-

AKCP

Locason: System Location
[ m Sumnamary Picture Log I Sound Log
Summary Setting

Layout Setting Board Hame &

Sensor Fillers.

Sortby ;| Date !

HNumber of display ltems per page | 10 % 1 009108118 10:-15:48
Advanced Filer < Ao Atods
D T 3 2008100110 10:05:20
i 4 FO0810R/1E 10:-15:18
5 5 2009100110 10:14:45
£ Waening i 00B0BE 11445
) Natices i FOUTEAE WE1:IT
[ Infarmation 1 FO090R/1E 10:01:37
= Display Log Type L] 20090848 10:11:18
) system Log W 00N RIS
I] gevwor Loy

AKCP securityProbe

Sensors

Motlon Detector Port 4 status is Critical
Motion Detector Port 4 status is Hormal
Motion Detector Port 4 status is Critical
Motion Detector Port 4 status is Normal
Motion Detector Port 4 status is Cntical
Motion Detector Fort 4 status is Mormal
Motion Detector Port 4 status is Critical
Motion Detector Port 4 status is Normal
Motion Detector Port 4 status is Cntical

Seltings

Syates Lo wil be reisaded in 03 3eca

Admin

Current System Time: 18/8/09 10:
Applcations Help

= Display Hatification

Display Sensor Type
[ Te
=

parrature

Wi

[#] Dry contact amray
[¥] Dual Temperature
[ Motien

i Display Sensor Slatus
[ tormal
[ High Warming
[ High Caiticad

etpffLn .

Updated until firmware C070

-71 -

3 ety Saved Syslog filters are displayed in this window

T8 Tsted stes & 100




’4”0‘ securityProbe 5E Manual

7) Making my unit visible on the internet

So far the manual has simply covered the basic set up. The setup we have just created will allow
you to access your unit on a Local Area Network (LAN), monitor via the web based interface or
with SNMP traps.

However, what if you wish to be able to remotely access your unit from anywhere in the world?
This is possible; however, the following steps are only an outline guide. Your exact setup and
configuration will often depend on your network equipment. You are going to need access to your
router, if you are using one, and knowledge of whether your IP address is static or dynamic.

1) Simple setup

a) Lets imagine that your unit is connected to a router on your network, and the following IP
addresses are assigned.

Your units IP address is the default 192.168.0.100.
Your computers IP address is 192.168.0.200
Your routers IP address is 192.168.0.300

b) To find out your routers external IP address go to www.whatsmyip.com

Lets imagine your routers external IP address is 278.67.04.09

¢) You now need to setup port forwarding on your router. This varies depdning on your routers
model. Generaly you need to point your browser to your routers IP address (in this case
192.168.0.300). This will then allow you to log into your routers administration interface. You can
find how to go about doing this for your router on www.portforward.com For an example of how to
do this for a commonly used router follow this link :-
http://www.portforward.com/english/routers/port_forwarding/Linksys/WRT54G/HTTP.htm

You need to setup your routers HTTP forwarding to port 80. This will then mean when you access
your router using the external IP address you will be forwarded to your units internal IP address.

d) To test this, open your web browser, and go to your external IP address (in our example
278.67.04.09). If your using a dynamic IP address, its best to check it again before doing this as it
may have changed since the start of this tutorial.

e) To make this easier you could use a dynamic DNS (Dynamic Name Server). This means you
no longer need to remember IP address’s or use www.whatsmyip.com to find out your IP
address. You will instead register a domain name (for example mysensorProbe2.homeip.com).
This will then automatically point your routers external IP address (e.g. 278.67.04.09). This will
require you to register the domain name and open an account with a DNS server provider. We
recommend www.dyndns.com as they allow up to 5 free domain names to be registered.

f) If you have set everything up correctly you will now be able to access your unit from anywhere
in the world by simply pointing your web browser to your DNS address.
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FAQ

a) | can not see the temperature sensor displayed on summary page

b) | can not access my units web based interface

¢) What do my LED lights mean?

d) | have forgotten my units IP address

e) | have forgotten the password for my unit

f) Can | use DHCP to assign my units IP address?

0) How do | set up my routing table?

h) How can | change my administrator password?

i) What functions do different types of notifications provide?

j) Can | connect my unit via WiFi?

k) What is the heartbeat message?

[) What is the Network Sniffer?

j) Can | use the unit to make video conferencing calls?

a) | can not see the temperature sensor displayed on summary page

If after logging in for the first time with the temperature sensor connected, you may need to do the

following:-

Layout Setfing
Camera Setting
Syslog Filters

Sort by ‘ Date vl

Mumber of display items per page ;ﬂ_:{
Advanced Filter
= Display Log Level
Critical
Warning
Notices
Information
= Display Log Type
System Log
Sensor Log
= Display Notification

= Display Sensor Type Click on "Display sensor type” and check the box
Temperaturs marked “Temperature”
Water
Humidity

Dry contact Array
Dual Temperature
Motian

[ Display Sensor Status

{ Apply Filter ] [ Clear Filter J [ Clear Sys Log J Then click “Apply Filter"

Relead Syslog Interval : |10 secs Apply
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Next click on apply filter. The temperature sensor should then be displayed in the list of
connected sensors.

b) I can not access my units web interface

If you're having issues with network connectivity, first ensure that the link100 LED is lit on the
front display of the unit. If this is not lit then you have no network connection present. If this is the

case then ensure the following :-

1. If connected directly to a PC ensure a good quality crossover cable is being used

2. Ensure a standard CAT5 Ethernet cable is being used to connect to your network
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¢) What do my LED lights mean?

The following diagrams show what the various LED displays mean.

LED patterns in Normal mode

Status
Online @

Status
Online

Status ® & @ then
Online

1
Status (=
Online @
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LED patterns in Safe mode

Status &

Online

Status ® & @ then Status
Online Online

Status &
Online
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LED patterns in Recovery mode

Status
Online

1. 2 .84
then Status ® ® & @6

Online

LEDs run clockwise after the power is connected.
From left to right each LED indicates

1st LED: U-Boot init

2nd LED: Kernel loaded with good CRC

3rd LED: Board init

4th LED: Serial port

5th LED: Ethernet

6th LED: NOR Flash

7th LED: NAND Flash

8th LED: Root file-system mounted. Starting init process

After the root file-system is mounted, all green LEDs will be flashing, and red LEDs light
increasingly from left to right. The onboard web-server can be accessed during this time and
shows a splash screen with boot details. After the boot process is finished the LEDs show the
status of the online sensors.
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d) | have forgotten my units IP address

If you have forgotten the IP address of your unit then you can simply press the rest button on the
back of the unit. This will then announce the IP address through the units internal speaker.

e) | have forgotten the password for my unit.

Hold down the reset button for 7 seconds. This will turn off the use password feature for the web
based interface. This will remain turned off until you hold the button down for a further 7 seconds,
or the unit announces “Now turning off password checking”.

Note: This will turn off the password checking for accessing the web interface only; you still have
to enter the password when access the system via telnet.

f) Can | use DHCP to assign my units IP address?

Yes, you can use DHCP to assign the IP address. The unit ships with this disabled. Therefore to
turn it on you need to log into the web interface and navigate to the Ethernet settings by way of
clicking the “security” tab, “Ethernet Network” and then clicking on the YES button for “Use
DHCP".

AKCP securityProbe

mmmmm

Gasemay ¥
Domain lame Servee [10.155
Ethemet AL 1D 00-08-DC-00-E8.5C
Ethemet tockia Mode  1006aseTx FIL negosased, ik ok
[LSae | [Reset

g o Click “Yes” in order to activate DHCP

Srial 0 Hesvork Prox

# Dignosis
& Syatem Admanat star

Note: If the unit has a static IP address assigned it will no longer send out DHCP requests. If you
later wish to turn DHCP back on you can do that using the Web based interface.

g) How do | set up my routing table?

*To set up the routing table, open a DOS window (start, run type command press enter) and at
the command prompt enter.

>route add 192.168.0.100 10.1.1.20

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged
into with the crossover cable.

Now ping* 192.168.0.100 to see if the connection was successful.
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h) How can | change my administrator password?

If you wish to make your unit more secure and change the administrator password from the
default (public) to your own choice follow these steps :-

1) Log into your unit using the default password.

2) Point towards the settings tab.

£ Syatem Marms - Wisdows Internst Explever

[+ IS R e — >4 £

AKCP securityProbe

Cisront Sraim Tewe: YRRUS 125030
semern Hostcason = Appacanons [
Change Pass, ;-3

Password (Don Eom

| - e et 1) Select “Settings” tab

Mo Addmin Password (U Set Community) |
Conirm New Admin Peseword |

2) Select “Change Password”

3) Change the password

Password (O On (& Off

Password Setting [[] Enable user change password

e

Hew User Password (SHMP Get Community) Use this to Change the user
password
Confirm New User Password
Save Reset
News Admin Password (SHMP Set Community) | Use this to change
Confirm New Admin Password administrator password
Save Reset

i) What function do the different types of notifications provide?

The notifications are used to notify you when a sensor reading has hit a certain preset “critical”
threshold. There are many ways you can be notified. They are as follows :-

SNMP Trap: This form of notification sends out a signal to your SNMP server.
E-Mail: This sends a notification via e-mail.

SMS: This sends an SMS message to your mobile phone.
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MMS: This will send you a multimedia message to your mobile phone. This can include an image
captured from one of the sensor probes cameras.

Relay: The relay is used as a switch, for example it could switch on an air con unit if the
temperature reading of a temperature sensor reaches a certain threshold.

Alarm sound: This notification will sound an alarm.
Speech: Creates a text to speech notification.

Picture log: Creates an action where the camera logs a series of images when a certain event
happens.

Telephone call: Will call you and play a pre recorded message or a text to speech message.

Custom script: Allows you to load a custom script that runs on a sensor reading a pre set
parameter.

Fax: Will send a Fax to you with a notification message.
Sound log: creates a log of sound captured with the internal / external microphone.
Siren and strobe: will activate a siren and strobe light.

Mobile access: Gives you the function of viewing the camera attached to your security probe via
your mobile phone.

Wake up / Shutdown: This will send a signal to wake or shut down a server.

If you require any assistance in setting up of these please contact us on support@akcp.com
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j) Can | connect my unit via WiFi?

Yes you can connect the unit via WiFi. Simply plug a USB dongle into the USB port on the rear of
the unit. You then need to configure your connection type, and encryption key etc. You do this
from the web based interface in the settings tab and the connectivity option. The dialogue for
configuring the WiFi is shown below.

Wifi Network

Wireless Adapter & on O Off

Default Interface ] Use this interface as default gateway
Use DHCP  Oves (D MNo
IP Address |192.168.0.10

Subnet Mask |255.255.255.0

Gateway IP Address |

Domain Name Server |
Wireless Mode (3 Infrastructure (Access point)

O Ad-hoc ch
Wireless SSID |

Encryption Mode (3 Disabled (O 64bit WEP
Link Status Mot connected
0%
Signal Strength - .

k) What is the Heartbeat message?
This setting is to have the securityProbe notify you it is still running. You can be notified by either
traps or by e-mail:

Alive Trap settings: Send Keep Alive Traps (Default Off): Select on if you want the system to send
Alive Traps.

Destination: enter the IP address of the server to send traps to.
Community: SNMP community string.

Resend Interval (mins): The period of time between each keep-alive trap. Values range from 1 to
65535 minutes.

[) What is the network sniffer

The Network Sniffer application can be used to capture network packets running to and from the
securityProbe, and all the network traffic. You can then import the captured file into Ethereal or
TCP dump for details of these network packets. The network trace will help in debugging any
network problems; for example, if e-mail cannot be sent.
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j) Can | use the camera for a video conferencing call?

Ye sit is perfectly possible to use the camera and the integrated microphone to make a video
conferencing calls. To do this you need the software called “OpenPhone” running on your
computer. This is included on the CD ROM that came with your unit. (Look for OpenPhone.exe).
Next follow these steps:-

1.

Initiate connection from OpenPhone (PC) to securityProbe.

a)

b)

c)

Open the program by double clicking "openphone.exe"

Click the "Make Call" button, enter the IP address of the
sensorProbe8Linux/cameraProbe8 to initiate a call in the "Address" field. Then, click
llokll

The unit will automatically respond to a call and establish the connection. You will
then see the video, and hear sound from the unit.

Initiate connection from a securityProbe to OpenPhone (PC)

a)

b)

c)

d)

Open the program by double clicking "openphone.exe"

On the web interface, click on the Applications tab, and click on Video
Conferencing.

select the "Call to" option and enter the IP address of the PC running OpenPhone.
Click "Save". to discover your computers IP address in the command prompt type
“ipconfig”

On the OpenPhone application, click "Answer" to accept the call.

Connection between two sensorProbe8Linux/cameraProbe8 (only voice conference).

a)

b)

c)

On the web interface of the calling sensorProbe8Linux/cameraProbe8, click on the
Applications tab, and click Video Conferencing.

On the right pane, select the "Call to" field and enter the IP address of the receiving
sensorProbe8Linux/cameraProbe8 into this field. Click "Save"

The connection should automatically establish.

You can end the video conference call by doing the following:-

1.

End the call on OpenPhone (PC): to end call, click the "Hang Up" button on the OpenPhone.

This method can be used to end the call between the system and OpenPhone.

End the call on the unit: From the web interface, click on the Applications tab and click on

Video Conferencing. On the right pane, select "End call and wait for a new incoming call"
option. Then, click "Save"
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