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1) Introduction

1. What is E-sensor8?

The E-sensor8 expansion module extends the securityProbe 5E capabilities by connecting additional
intelligent sensors.

2. How to use this manual

This manual is meant to provide the user with a step by step guide on how to configure and set up
their unit. It utilizes screen shots in an effort to make things simpler for the user to follow. It is split up
into sections that form “mini tutorials”. These cover the basic set up and common configurations of
the unit, and give an introduction to its most useful features.

At the end of the manual there is a FAQ section that provides some further in-depth information
regarding specific set ups and answers some commonly asked questions. If you need any further
information or help with using your unit then please contact us on support@akcp.com and one of our
technical support staff will be only to pleased to help you with any information you require.

3. Package Contents
Your E-sensor8 package contains the following items:-

e 1x Product CD

e 1x7.0-9v, 2.5 A power supply
e 1x Brackets for rack mounting

e 1x 5 ft straight cable


mailto:support@akcp.com

4 E-Sensor8 User Manual _
y 4 " ‘C‘

4. Front and rear panels

We sense Disaster...

... And now you are in Control

www. AKCP.com

Fig 1. Front panel
The front panel has several LED’s that indicate the unit’s status and notify you as to its activity.

1. Power LED

When the unit is powered up the power LED will be lit continuously. If the power LED is
flashing then it indicates a problem with the CPU. If you notice this then please contact
us on support@akcp.com

2. Link LED

The link LED indicates network connectivity and will light up when there is a connection
present.

3. Expansion in / Expansion Out

These are named E-in and E-out. The E-in is for connecting your Esensor8 module to the
securityProbe 5E base unit via a CAT5E straight cable, the E-out is for daisy chaining
additional expansion modules again using a CAT5E straight cable.

4. Status /Online LED’S

These are numbered 1 — 8. They are used to indicate the connectivity status of the sensors
connected to each port. These LEDs also can be used to indicate system status when
undertaking various operations.

1. The LEDs will indicate the progress of an upgrade. The red LEDs will move from left
to right to indicate activity, and the green LEDs will indicate overall progress of the
upgrade. When all the red lights are off and all green are on the upgrade / recovery
process is complete.

2. These lights will indicate if the unit is operating in safe mode. This is when the unit
loads the Operating System (OS) with a minimal set of drivers. If your device enters
safe mode after rebooting then please contact us on support@akcp.com
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3. The unit may enter recovery mode if a firmware upgrade has been incomplete. This
will be indicated by the unit displaying a continuously lit row of red LEDs. If this
happens please contact us on support@akcp.com

Fig 2. Rear panel

1. Sensor Ports

There are 8 RJ45 ports numbered from 1 — 8. These are for connecting AKCP intelligent
sensors to the unit.

2. Power Connector

This is a 7.5V DC plug. We recommend using a 7.0 — 9V, 2.5 A power supply.
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1) Installation

1. Connecting to the base unit

In this section we will now look at connecting the E-sensor8 to the AKCP securityProbe 5E.
To begin setup the unit by following the instructions below:-

E1 E2 E3
%Expar nnnnn Ports

1) Connect the cable in your chosen port

www.AKCP.com

= E-out
c-1n = ou 1 2

2) Connect the opposite end in the “E-in” port

Note: make sure you also have your 7.5 volt power supply connected.
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The expansion modules can be mounted in either a standard configuration, or daisy chained
configuration. This is demonstrated below:-

Standard Configuration

We senso Disaster

NPT And now you are in Contro!

10203 /45 (0078

We sense Disaster. We sense Disaster...

And now you are in Contro! w.AKCP.com And now you are in Contro

7 8 9 10 #1213

In the above example you can see that we have connected two expansion modules from two
separate expansion ports from the securityProbe. In the example below you can see we have
connected the same two modules, only this time using the daisy chain method.

Daisy Chained Configuration

We sense Disaster.

www AKCP.com And now you are in Control
B ST PR I e A )
Status
Online

We sense Disaster... We sense Disaster.

Www.AKCP.com And now you are in Contro!
E-out

And now you are in C

3 4 5 6 7 8 9 10 11 12 13 3 4 65 6
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2.

a)

a)

Setting up a Sensor (standard configuration)

In this section we will now go through the basic set up of a sensor. We will focus on the
AKCP temperature sensor; however this basic set up process is applicable to all of our
sensors. If you require information on specific functions of a particular sensor then please
download the manual for that sensor from our website, or locate it on your product CD.

Plug the sensor into one of the RJ45 “intelligent sensor ports” on the rear panel of the unit. In
this example we will use port 1.

Plug the Temperature sensor into this port.

Now point your browser to the IP address of the unit (default, 192.168.0.100). Next you need
to login as the administrator using your administrator password (default is “public”). You will
then be taken to the summary page. This is shown below.

AKCF AKCP securityProbe

Location: System Location Current System Time: 1/9/09 06:44:03
W .

a Picture Log / Sound Log Sensors Notification Applications

Layout Setting
Camera Setting

Syslog Filters

System Log ( 18 messages )
009/09/01 06:19:48  Camera: Automatically stops when no video signal present for 3
009/09/01 06:19:23  Temperature Port 8 on Board 0A000004 is 28 °C, status is Normal

009/09/01 06:19:23  Humidity Port 8 on Board 0A000004 is 54 %, status is Normal
009/09/01 06:17:58  Temperatur s 28 °C, status is Normal

009/09/01 06:17:58  Security Port 5 status is Critical

009/09/01 06:17:58  Humidity Port 3 Is 54 %, status is Normal

009/09/01 06:17:58  Water Detector Port 2 status is Critical
009/09/01 06:17:58  Dry Contact Port 1.8 stati
009/09/01 06:17:58  Dry Contact Port 1.7 status is Critical
009/09/01 06:17:58  Dry Contact Port 1.6 status Is Critical

Critical

COND DA LN

3

System Log wil be reloaded in 07 secs

You will now notice your expansion board
listed “Sensor Information”

The temperature sensor should be listed, along with its current reading and status.

E-Sensor8 User Manual _



4 E-Sensor8 User Manual _
r 4 KC]

b) Now click on the temperature sensors name (indicated in previous screen shot). This will
bring you to the following page, the sensors page:-

AK CP AKCP securityProbe

Location: System Location Current System Time: 1/9/09 06:57:39

Summary Picture Log / Sound Log Sensors Notification Applications Help

Sensor Sening‘s

Extended Port1

Sensor Ports
Extended Port -

e —=Here you can see the expansion board selected

. Extended Port2 a8

| Board0A000004"

« Extended Port3 Extended Port1

« Extended Portd
Camera Motion Detection Foard 04000004
Sound Detector Here you can type in a name for === = n00000s
i Samers Shouh Dt the module This shows board status

This page shows the listofentenceaboarss 1 NS Shows online or offline status
cted
Clickt on 3 boardo sefing

1 2 3 4 5 6 7 8

Auto Sense [ [ Auto Sense ][ @ Auto Sense ][ @ Auto Sense ][ [ Auto Sense ][ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ][ [ Auto Sense ]

Status ® ® ® ® ® ® ®
Online ® ® @ @ @ ® ®
= = [ ==

NIC NIC NIC NiC NIC NiC NIC =

Click here for sensor options —

Note: another way of accessing this page is to click on the “sensors” tab indicated at the top

of the page.
L semosmen
Sensor Ports

Extended Port Extended ports are listed

- brisbdnlont from 1-4 on the left of the
« Extended Port2

. Extended Port3 sensor settings page.
« Extended Port4

Camera Motion Detection
Sound Detector

No Camera Signal Detector
Virtual Sensors
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[ Auto Sense ]

Clicking here
will take you to
the sensor
settings page.

Once you have clicked on the sensor port you require you will be bought to the following
page:-

AKCP AKCP securityProbe
Location: System Location ) Current System Time: 17/9/09 11:03:21
Summary Picture Log/ Sound Log [ Sensors Notification Settings Applications Help
Sensor Settings
Extended Port1
Sensor Ports
Extended Port
r—r—
Extended Port2
| Board 0A000003
. Extended Port3 Extended Port1
. Extended Portd
Caaiars Moton Dt Board 0A000003
Sound D 1 2 3 4 5 6 7 8
Mo Camera Signal Detector Auto Sense M Autosense | (M Auto sense | [ M Autosense | [ H Autosense | [ HAutosense | [ H Autosense | [ M Autosense | [ Autosense |
Virtual Sensors
L N [ 4 [ 4 [ ® [ d ® [ 4
e ° ® ° ® ° ® o
This page shows the list of extended boards ] | T v ﬁiﬁﬁfﬁ ‘Tl'ﬁr'!fﬂ [T
connected L — — — |
Click on a board o setting
Helphul Suggestion ne nc ne ne NC ne Yemperature
Rearm
One way to reduce the amount of false
warnings when temperatures are frequently Sensor Hame [Temperature Port 8
fluctuating, is to set the "Rearm feature
here This is similar to the “Continuous Time 30°C
feature s it will fiter out, or not allow v
additional alerts to be sent f the temperature
fluctuates within the degree this has been set A A A 4
o Low Critical 10 40  High Critical
Continuous Time for Sensor
Low High
One way to elimante false wamings in an Critical Critical
unstable temperature ennvironmentis to add
time in the continuous time to report feature l10 |20 [30 l40
here
I s Gy
Sensor Currently 8 Online_|
Advanced Mode >>
save | [ Reset
[__set Thermostat Oniine
1991 - 2009 AKCP Al rights reserved
[Sensors status wil be reloaded in 08 secs

As with the securityProbe the procedure for changing sensor values remains the same, for more
information on sensor settings refer to the securityProbe manual or individual sensor manual.
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3. Setting up a Sensor (Daisy chained configuration)

Once again we will now go through the basic set up of a sensor, only this time we will look at the
daisy chained configuration. We will focus once more on the AKCP temperature sensor; however this
basic set up process is applicable to all of our sensors. If you require information on specific functions
of a particular sensor then please download the manual for that sensor from our website, or locate it
on your product CD.

a) Connect the two modules together by following the instructions below:-

E-sensor$ peees  Insert your straight CATS cable into
the E-out port.

E-in E-out

Then insert the other end into the
E-in port on your second expansion
module

Note: make sure you also have your 7.5 volt power supply connected.

Once the unit is connected you will see the LED’S enter the boot-up sequence indicating your
expansion module is communicating with your securityProbe 5E.

b) Once again plug a sensor into one of the RJ45 “intelligent sensor ports” on the rear panel of the
unit. In this example we will use port 1

Plug the Temperature sensor into this port.
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¢) Once the unit is connected you will need to access your web interface, point your browser to your
desired IP address and log in, and navigate to the summary page. You will see two boards
displayed within the sensor information window:-

Sensor Information

Board Name 4 Sensor Name A Y Status A Y
# Board 0A000003 Board 0A000003 .

Board 08000004 Board 08000004 - Connected
=

——
# Internal RJ45 Internal RJ45 - Warning

Sensors status will be reloaded in 10 secs

Both expansion boards are now displayed.

By clicking on the lower of the two boards you will be taken to the sensors page. (this page can also
be accessed by clicking the sensors tab at the top of the summary page).

/= System Name - Windows Internet Explorer E‘@
@7‘:: v |&]http:f/10.1.5 i i ngPag a i "i Sl ‘ =
& -

w & ‘esﬁte'"”a’“e ‘7 A~ B) - @ - [2rPage + G Tooks ~

/!KCP AKCP securityProbe

Location: System Location Current System Time: 17/9/09 12:18:36

=
Summary [ Notification Applications Help

Sensor Ports

Extended Port 2 5 .
. Extended Portt =7 Secondary daisy chained expansion board
« Extended Port2 /
« Extended Port3 Extended Port1 ' Boafd UAGO0R0S RO

« Extended Port4

Camera Motion Detection Board 0B000004
Sound Detector Board Name  |Board 08000004

Primary expansion board
No Camera Signal Detector
No Camera Signal Detector ry p Board Staus Connected
Virtual Sensors
s Board Currently
This page shows thelstof extended boards Daisy chained board details
connected.
clerenstesosEne |
Auto Sense [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ] [ [ Auto Sense ]
Status ® ® @ ® ® ® ®
Online (] [ [ ] ® [ ] ( ] ®
@]
N NIC NIC NIC NIC NiC NIC Temperature

©1991 - 2009 AKCP All rights reserved.

Sensors attached to the secondary expansion board

By clicking on any available sensors you will be taken to the settings for that particular sensor as
shown below:-
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Auto Sense

Clicking here
will take you to
the sensor
settings page.

AKCP AKCP securityProbe

Current System Time: 17/9/09 12:34:26

Location: System Location
Summary Picture Log / Sound Log Notification Applications Help

Sensor Settings

+ Extended Pt pa—
« Extended Port2 /
- Board 0A000003 | Board 08000004
xtel Port3 Extended Port1

« Extended Portd
Rearm I EE———

One way to reduce the amount of false
warnings when temperatures are frequently Sensor Name  [Temperature Port 8

fluctuating, is to setthe "‘Rearm” feature

here.This is similar to the “Continuous Time 30°C

feature as it will filter out. or not allow ¥

additional alerts to be sent if the temperature

fluctuates within the degree this has been set A A A A

to Low Critical 10 40 High Critical

Continuous Time for Sensor

Low High
One way to elimante false wamings in an Critical Critical
unstable temperature ennvironmentis to add
time In the continuous time to report feature [10 |20 |30 J40
here

CurrentReading 30.0°C

Sensor Currently @ Online |

Advanced Mode >>
Save Reset

21891 - 2009 AKCP All rights reserved
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2) Notifications

If you setup a notification you can define the action to take when the sensor gives a reading beyond your
previously set thresholds. This allows you to determine how you will be notified that a sensors reading
has reached the specified parameters (high warning, critical etc) that we looked at in the previous section.

This tutorial provides you the information needed to setup a notification.
To get to the starting point of this tutorial:

e Login as administrator

e Click the “Notifications” tab

1. Adding a notification

a) First click on the “natification wizard”

A System Name - Microsoft Internet Explorer E]

File Edit View Favorites Tools Help ‘:','

@Back M > | B(J @ h /j ) Search ‘f/\\? Favorites {‘} [ \;', 'l)% & J g_’ ﬁ 3
55 | @] http:{/10.1.5.206{wiznotify.php v Bc ks ¥ @ - convibute EdEditin Contribute [ Post to Blog

/!KCP AKCP securityProbe

Location: System Location Current System Time: 26/7/09 16:22:31
Summary Map Picture Log / Sound Log Sensors Notification Settings Applications Help

Notification Menu

Begin Notification Wizard

Action

Link Sensor To Action

View Notification Log [ Create ][ Edit ][ Create Escalation ][ Remove ]
Notification Analyzer

This s an overview ofa —
configured Sensor Action
Links. From here you may

oo st and raaicws Click here to begin setting

Sensor Action Links.Select

your desired Sensor Action up a notification

Link{s) hefore making a
choice.

Link Sensor To Action

Link Sensor To Action Escalation

Each line should be
descriptive. E.g. If
Temperature in Store room
Is High Critical Then E-mail
Store Room Manager.

©1991 - 2009 AKCP All rights reserved.

£&] Done @ Trusted sites

|

— — - :
".' start & Inbox for dani... 2} System Mame ... & eleaning raw ... € iTunes !§| security_prob... Ps Adobe Photos... 2] ? (/‘. 4 11:22.8M
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b) You will now have the notification wizard page displayed, like below.

| System Name - Microsoft Internet Explorer E] @
a
"

File Edit View Favorites Tools Help

Qui - O HEG P frrene @ 3-2R 68 LJAEKSB
Links > % %

Address ‘@j http:/{10.1.5.206/wiznotify, php?Page=2&mode=auto&PHPSESSID=3e1e2d3cf6307c46110ec79e753278 ¥ Go Contribute Edit in Contribute Post to Blog

AKCP AKCP securityProbe

Location: System Location Current System Time: 26/7/09 16:29:11
Summary Map Picture Log / Sound Log Sensors Notification Settings Applications Help

Create Action

Notification Menu
= = The Notification Wizard will guide you step by step through the process of selcting a sensor, creating
Begil ation Wizard an action and defining the criteria under which the Notification will be sent.
Action

= Add Action Please select an Action Type I | SNMP Trap

Link Sensor To Action
View Notification Log
Notification Analyzer

Drop down menu with various  [PictwreLog

- Telephone Call
Please select an Action . . &
Type from the pull down notification types Custom Script

box. Later your action will Fax

be linked to a sensor and Sound Log
status Siren
- \Wake Up / Shutdown

\Windows Alert

L] Skype Call S
&

©1991 - 2009 AKCP Alf rights reserved, pr 2 i
Click “Next” after selecting

notification type

@ Trusted sites

& eleaningr... €2 iTunes §| security_p... Ps Adobe Ph... S Skype™- ... 2] ® )8 . 4 11:29 AM

We will now show a sample notification. To learn what the other types of notifications do
refer to the separate notification manuals that can be found on your product CD.
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SNMP trap
We will set up a notification via SNMP trap, so that when your sensor reaches a certain threshold it will

send a notification to your SNMP server.

This tutorial provides you the information needed to setup an SNMP trap.
To get to the starting point of this tutorial:

e Log in as administrator

e Click the “Notifications” tab

e Choose “Notifications wizard”

e Choose SNMP trap

a) After selecting to add an SNMP trap you will need to fill in the following information

Action Name |SNMP Trap 1 _Enter name for Fom

T S SNMP notification
SNMP Trap send port( defaultis : 162 ) IT-
[ Enter the IP address
of your SNMP trap

Destination Address |192.168.0.XXX
L

Community |public

[ Add Trap Destination ]

Enter community
name of trap Cancel Next

b) Once this information is correct you can press the “Add Trap Destination” button. After clicking this you
have the option of inputting another trap, or clicking on “Next’. Now you can enter the following
parameters:-

Sensors Motification

SNMP Trap Action Wiz

Maximum Times to Resend |0 »

Resend Intervals {secs) |10 10 secs

These parameters set the maximum number of times to send the trap notification and the time interval
between each notification.
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c) After clicking next you will be presented with the following screens:-

Link Sensor To Action

Board

Escalation

| Board 04000003
nternal KJ4 |

Select your Seidet
expansion board [> elect your sensor

mperature Port 8

Click “Next”

Sensor Filter
Temperature
Motion
Humidity
Dual Temperature

Link Sensor To Action Escalation

Stalls

Action

Normal

Low Critical
Sensor Error

Select

“High Critical”

E> Select the name of

Cancel <<Back f [ Finish ||l Advanced tode>> |

trap you just created

Action Filter
SNMP Trap
Email

the

Click “Finish”

On these screens you can select the parameters for when to send the SNMP trap notification. In our
example we have selected to bind the SNMP trap to the temperature sensor we have connected on port

1. The trap will be sent when the sensor reads a “High Critical” and we bind this to the SNMP trap we just
created and named “SNMP Trap 1”
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d) Once we have created the parameters for the SNMP trap, we need to make it active. To do this go
back to the natifications tab and it should look like the following:-

A System Name - Microsoft Internet Explorer

File Edit View Favorites Tools Help

= = e . > o N 1 =
@Back Ml > ) \ﬂ @ h /,)Seavch . Favorites e] B & {;_4% = L gi] ﬁ ‘5
Address | &) http:{{10.1.5.206/wiznotify php?Page=38PHPSESSID=7c1 c1bb2f925dc0d9ce07e 1b7c22d1 63 vIEBJeo ks ¥ @ - contribute EEdtin Contribute [E)Post to Blog

@- I Elmagas BWeather QNews X ,‘4
Admin [T [
/!KCP AKCP securityProbe

Location: System Location Current System Time: 31/7/09 16:47:39
Summary Map Picture Log / Sound Log Sensors Notification Settings Applications Help

Notification Menu

Begin Notification Wizard Link Sensor To Action Escalation

,'-*-’ Resize Pop-up Blocker

Link Sensor To Action

Action

Link Sensor To Action

View Notification Log Create Edit [ Create Escalation ] [ Remove ]
]

Notification Analyzer

This is an overview of all

configured Sensor Action

Links. From here you may

create, edit and remove H @ ”
Sensor Action Links.Select CI IC k C reate
your desired Sensor Action

Link(s) hefore making a
choice.

Each line should be

descriptive. E.g. If

Temperature in Store room

Is High Critical Then E-mail §
Store Room Manager.

=] b
&1 pone @ Trusted sites

d) Select the sensor and SNMP trap parameters as before

Link Sensor To Action Escalation

Sensor Filter

[¥] Temperature
Motion

[] Humidity

Dual Temperature

Select your
expansion board

Select your sensor

Coamcal Click “Next”
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I High Critical — I — SNMPTr::“mF“‘e’
Normal [¥] Email
i
Select Select the name of the
“High Critical” trap you just created

Click “Finish”

[_cancet | [ <<Back fI [ Finish ]f[ Advancedmode>> |

f) Now you will see the SNMP trap has been added to our notifications page:-

Link Sensor To Action Escalation

Internal RJ45 Temperature Port 1 (:> [ Hncitical | [> P SNMP Trap 1
[ Eat ][

[ Create ]

Create Escalation ][ Remove ]

Note: To remove this trap and make it inactive, highlight the notification and click remove.

You can repeat this process to set up multiple SNMP traps for different sensors, or for multiple
SNMP servers etc.



